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Abstract. Recently, more and more attention has been paid to the study issues of the properties
phenomenon of dynamic chaos, which has penetrated practically all areas of scientific activity, including
cryptography, radio-technical transmission systems, etc. Dynamic chaos opens new possibilities for the
formation of random sequences that are used in cryptographic systems. Using such sequences, it is possible
to solve problems of improving the cryptographic strength of streaming encryption systems. The reason for
this is that the properties of dynamic chaos, which, as a rule, apply to gamma sequences: the motion of
deterministic dynamic system under certain conditions has all the properties of the noise signal; the
presence of nonlinearity and non-periodicity of the process. For the formation of gamma sequences, it is
proposed to use software chaos generators, which, in contrast to linear congruent generators, have much a
longer period. A characteristic feature of chaos generators is that minor changes in their initial parameters
lead to the formation of new values of the oscillations. This allows the formation of various trajectories of the
chaotic process, on the basis of which can create almost unlimited number combinations of gamma
sequences of a given length. This article proposes a method of forming the initial parameters of program
chaos generators based on conversion of the hash function of the password characters of the cryptographic
system user.

Key words: generator, dynamic chaos, gamma sequence, hash function, cryptographic strength,
encryption.

AHoTauif. OctaHHiM YacoMm Bce Oinblue yBaru NpuainaeTbCs NMUTaHHAM BMBYEHHS BNacTUBOCTEWN
ABMLLA OUHAMIYHOIO Xaocy, Ske MPOHUKMO MPAaKTUYHO B YCi ranysi HayKoOBOI AifANbHOCTI, i, B TOMY 4uchi, B
KpunTorpaddito, pagioTexXHiYHi cucTemMun nepefaBaHHA Ta iHwe. [JnHamiyHuiA Xaoc BiAKPMBAE HOBI MOXINBOCTI
3 hopMyBaHHA NceBAOBMNAOKOBUX MOCNIAOBHOCTEN, SIKi BAKOPUCTOBYIOTBCH B KpunTorpadiyHnx cuctemax.
3a JoMoOMOroK TakuMx MOCMIJOBHOCTEW MOXHA BUPIWLYBaTW 3aBAaHHSA LWOOO0 MONINWEHHS KpuntorpadiyHoi
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CTINKOCTI cucTeM MOTOYHOro wungpysaHHA. OCHOBOK ANS LbOro € BNacTUBOCTI AMHAMIYHOIO Xaocy, siKi, siK
npaBumno, CTaBnATbLCA OO raM-nocrnigoBHOCTEN: pyX AeTepMiHOBaHOI AMHaMIYHOI CUCTEMM 33 MEBHUX YMOB
Ma€ BCi BRacTUMBOCTI LWYMOBOrO CUrHamy; HasiBHICTb HeniHiMHOCTI i HenepioguMyHocTi npouecy. LOnsa
hopMyBaHHS ram-nocriAOBHOCTEN 3anpornoHOBaHO BMKOPMCTOBYBATWU MPOrpaMHi reHepaTopu xaocy, ski Ha
BiOMIHY Big NiHINHO-KOHTPYEHTHUX TreHepaTopiB MatTb Habarato OGinbwwniA nepiog. XapakTepHOoH
0COBGNMBICTIO reHepaTopiB Xaocy € Te, WO He3HayHi 3MiHM iX Mo4YaTKoBMX NapameTpiB NpuU3BOAUTbL A0
YTBOPEHHS HOBMX 3HA4YeHb KONMMBaHHSA. Lle fossonsie dhopMyBaTh pisHi TpaekTopii XaoTUYHOro npolecy, Ha
OCHOBI SIKMX MOXXHa CTBOpPOBaTU NPaKTUYHO HEOOMEXEHY KiNbKiCTb KOMOIHAL ram-nocnigoBHOCTEN 3a4aHol
OOBXMHW. Y CTaTTi 3anponoHOBaHUM MeToa hOpMyBaHHS NOYATKOBMX NapameTpiB NporpaMHUX reHepaTopis
XaoCy Ha OCHOBI NepeTBOPEHHS XeLl-(PYHKLiT CUMBOMIB Naponsi KOpUCTyBayva KpuntorpadgidHoi cuctemu.

Knro4yoBi cnoBa: reHepaTtop, AMHaMIYHUI Xaoc, rama-nocnifoBHICTb, Xell-YHKLIA KPUNTOCTINKICTD,
LWndpPYBaHHS.

AHHOTaumA. B nocnegHee Bpems Bce Gornblue BHUMaHUS yaAeNnaeTcsa Bonpocam U3yvyeHusi CBOWCTB
SIBNEHNS ANHaMNYeCKoro xaoca, KOTopoe MPOHUKITO NPaKTUYECKN BO BCe 0BnacTy HaydHOW AesTENbHOCTY,
N, B TOM 4ncrne, B Kpuntorpaduio, pagnoTexHuyeckne cuctembl nepegaunm m T.4. AnHammnyeckuin xaoc
OTKpbIBAeT HOBble BO3MOXHOCTW MO (DOPMMPOBAHMIO MCEBAOCNYYaAMHbLIX MOCNeAoBaTeNbHOCTEN, KOTOPbIe
ncnonb3ytTcsa B KpunTorpadumyecknx cuctemax. C noMoLLbio Takux nocregoBaTerlbHOCTEN MOXHO pellaTb
3a[a4n Nno ynydleHuo Kpuntorpadmnyeckom CTOMKOCTM CUCTEM MOTOYHOIO WndpoBaHus. OcHoBaHMeM A4S
3TOr0 SIBMAKOTCA CBOWCTBA OUHAMUYECKOro Xaoca, KOTOpble, Kak NpaBumo, NpeabsBhslTCS K raMmmam-
nocnenoBaTenibHOCTAM: OBWXEHWE AOeTEPMUHUMPOBAHHOW OUHAMMWUYECKOW CUCTEMbI NPU  OnMpeaeneHHbIX
YCIOBUSIX UMEET BCe CBOMCTBA LUYMOBOIrO CUrHana; Hannmime HenMHEMHOCTU N HEMEPUOMYHOCTY npoLecca.
[na cdopmMmupoBaHns ramm-nocrnefoBaTensHOCTEN NPEANOXEHO UCMOMb30BaTb NPOrpaMMHbIE reHepaTopbl
Xxaoca, KOTopble B OTNMYME OT NMHEMHO-KOHIPY3HTHbLIX reHepaTtopoB MMENT ropasgo Gonblwnin nepuog.
XapaktepHo OCOGEHHOCTbIO reHepaTopOB Xaoca SBNAETCA TO, YTO He3HaAYUTElbHble WU3MEHEHUs WX
HayanbHbIX MapaMeTpoB MNpPMBOAMT K 0Opa3oBaHUIO HOBLIX 3HadYeHW KornebaHus. ITo no3BonseT
opMUpoOBaTL pPasfMYHble TPAEKTOPUM XaoTUYECKOro npouecca, Ha OCHOBE KOTOPLIX MOXHO cO34aBaTb
NpPaKkTU4YeCcKN HeorpaHN4YeHHoe KONMMYecTBO KOMOMHaUMIA ramm-nocnenoBaTeflbHOCTeN 3adaHHON AnuHbl. B
cTaTbe NpeanoXxeH meton opMMpoBaHUST HayarnbHbIX NAapaMeTpPOB NPOrpaMMHbIX FreHepaToOpoB Xaoca Ha
OCHOBEe NpeobpasoBaHnst X3L-PYHKLUN CUMBOJIOB Naposs Nosfib3oBaTenst Kpuntorpadu4eckon CUCTEMBI.

KnroueBble cnoBa: reHepaTop, AMHaMUYECKUIA Xaoc, ramma-rnocnenoBaTeflbHOCTb, X3aLW-(YyHKUUS
KPMNTOCTONKOCTb, LUNGPOBaHNME.

The phenomenon of dynamic chaos [1-3] opens new opportunities for the formation of
random sequences (RS) for their application in cryptographic systems [4-6]. Prerequisites for this
are the following characteristics of dynamic chaos, which, as a rule are presented to the RS: the
motion of deterministic dynamic system under certain conditions has all the properties of the noise
signal; as well as the presence of nonlinearity and non-periodicity of the process.

In the articles [1-3] the characteristic feature of chaos generators showed that the minor
changes in the initial parameters of the process lead to a significant change in the values of
generating oscillations. This makes it possible to form different trajectories of the chaotic process,
on the basis of which virtually unlimited number of combinations RS of given length can be
created. However, the real implementation of dynamic chaos for encryption systems requires the
search of methods by which the initial parameters of the generator based on the entered password
can be formed. Unfortunately, in known research [1-3] this issue is given insufficient attention. The
perspective of research in this direction, which is associated with the development of new
cryptographic systems based on dynamic chaos, determines the actuality of the work.

The aim of this article is to develop methods of forming the initial parameters of software
chaos generators based on the entered password and transformations of hash functions.

It is known [6-10] that in the construction of cryptographic random number generators it is
advisable to use a hash function. Consider the task of initializing an initial vector based on a hash
function for one or more chaos generators, with which gamma sequence is formed. Clearly, the
initial state of the generators should be kept secret. The hash function used must satisfy the

66
Korchynskyi V.V., Kildishev V.1., K. Alfaion, Smazhenko K.O., Valyhurskyi Y.P., Polishchuk K.V.

A method for formation parameters of chaos generators based on hash functions



Hayxosi npani OHA3 im. O.C. ITonosa, 2020, Ne 2

properties which determine its cryptographic strength [8—10]: resistance to preimage restoration; as
well as resistance to collisions of the first and second genius.

Suppose that for cryptographic system of streaming encryption [4] one or more software
generators of chaos of logistic mapping [3] are used, by means of which it is necessary to form
several gamma sequences:

X1 = ax (1%, (1)
where a = 3,9 — control parameter; x; = ]0...1] — the initial value of the chaotic sequence.

Other chaos generators [1-3] can be used. For forming the initial parameters (keys) of the chaos
generators it is proposed to apply the transformation of password characters using hash function.
This allows to hash an array symbols of arbitrary length into bit lines of specified length (hash
code).

As an example, consider password consisting of the following symbols:
AB69PVH*F7UcHV$3. The results of hashing the symbols of this password using various hash
functions are given in Table 1.

By example functions SHA-512 the method of forming the initial parameters for the five
sequences chaos generator (1) are considered. It should be noted that the value of the parameter a
influences on the quality of the generated sequence, so the scope of its change is limited. To
simplify this task, it is assumed that the value of the control parameter is constant, i.e. a = 3,9.

Table 2 presents the results of the transformation obtained hash code a66d3ea958ba943895
in the initial parameters of the chaos generator (1), whose algorithm is as follows:

1) the hash code sequence is divided into segments of numbers certain length, for example,
three (line Ne 1, Table 2);

2) in line Ne 2 — the results of transformation hash code segments to decimal numbers;

3) in line Ne 3 — decimal numbers are transformed to real numbers vyj;;

4) in line Ne 4 is used the transformation operation according to the following algorithm
X =Y15 Xo =1=Y5; Xg =5, X4 =1=Y40 X5 =1-Y5; X5 =1-Ys. (2)

Table 1 — The results of hashing symbols password *B69PVH*F7UcHv$3

CRC32 45h8fa89

Haval 3347217c69a19aee3468e10da3a9d585

SHA-1 8fe552437292690894e8f2a23a705413c3e72f24

SHA-256 | d8h4966f7267943e74c1ade1697af81460f8a80448029785b5cf9c12287c3bde

SHA-384 | 6a28c21ba8eafe3532c950ff9f3e6894aaef016824991537f883794d80cc1342d63666hc
ffaa935cc38414203488hd8e

SHA-512 | a66d3ea958ha9438956daelbc6bfe74e624edb0c2034980694575e412f3ab1a4d98102
7e8ae79eb55f65ffff39hd3e29b5469¢c73bded51833abd274848b916e3

This operation is necessary to improve the statistical properties of the formed sample. As a
result of the transformation the following initial parameters of the chaos generator will be
obtained: x, =0,2662,; X, =0,661; x; =2709; X, =0,7766 ; x; =0,2371; x; =0,7803.
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Table 2 — Transformation of the hash code into the initial parameters of the chaos generator.

Ne 1 2 3 4 5 43 M,
actions
1 a66 d3e a95 8ba 943 e3
2| 2662 3390 2709 2234 2371 227
3| 0,2662 0,339 0,2709 0,2234 0,2371 0,023 0,237
4| 0,2662 0,661 0,2709 0,7766 0,2371 0,023 0,481

As can be seen in line Ne 3 of Table 2, the obtained values of the numerical sequence in the
interval from 0 to 1 with the number of members N =43 have an average value S, = 0,237. This is
a significant deviation from the theoretical significance of the mathematical expectation of uniform
law M, = 0,5. For this reason, the transformation operation (2) was proposed. The results presented
in line Ne 4 of Table 2 showed the improvement of the statistical properties of the sequence, i.e., the
value S, = 0,481.

The proposed method of forming the initial parameters (keys) of the chaos generator based
on the user password symbols allows to use a different set of hash functions. The received hash
code as a result of hashing can be used for transformation into the needed range numbers of the
initial parameters of the used chaos generator.
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