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Abstract. Recently, much attention has been paid to the research of the properties and methods of
forming complex noise-like signals to increase the noise immunity of radio communication systems operating
in the conditions of electronic conflict. Using such signals, the tasks are resolved to improve the noise
immunity and the main indicators of transmission stealth (energy, structural and information). For the task of
the synthesis noise-like signals using timer signal designs in combination with the method of spreading the
spectrum based on linear frequency modulation is proposed. The advisability of using timer signals is
justified by their properties, which increase the noise immunity and stealth transmission. In contrast to
positional codes, timer signals have more complex structure for construct signal construction. The initial
parameters for constructing timer signals allow the formation of various sets of signal constructions. Such
variational possibilities of constructing timer signals substantially increase the potential structural stealth of
the transmission. Also based on timer signals, noise immunity coding is implemented without additional test
elements. In the article A method for synthesizing noise-like signals based on linear frequency modulation
and timer signal designs is proposed.

Key words: linear frequency modulation, interference protection, stealth, noise immunity, timer
signal, spectrum.

AHoTauif. OcTaHHiM 4Yacom Bce Binblle yBaru nNpuainsalTb BUBYEHHIO BMACTMBOCTEN i METOAIB
hopMyBaHHA CKNagHMX WyMonoAiGHMX curHanies Ans niaBuLLEHHS 3aBa03axMLLEHOCTIi CUCTEM pafdio3B'a3Ky,
WO npaulTs B yMOBax paaioenekTpPOHHOro KOH(NikTy. 3a AONOMOrol TakMx CUrHanis BUPILLYIOTLCA
3aBAaHHA WoAO MONIMWEHHA 3aBadOoCTIMKOCTI MW OCHOBHMX MOKA3HWUKIB MPUXOBAHOCTI nepeaaBaHHS
(eHepreTnyHa, CTPYKTypHa W iHdopmauinHa). [Ona 3aBAaHHSA CUHTE3y wyMonofdibHux curHanie
3anponoHOBaHO BMKOPUCTOBYBATWU TaWMEpPHi CUrHanbHi KOHCTPYKUiT B noegHaHHi 3 METOAOM pPO3LUUPEHHS
CMeKkTpa Ha OCHOBI JiHIMHOT 4YacTOTHOI Moaynauii. [JOouinbHICTL 3aCcTOCyBaHHA TaWMepHUX CUrHanie
OOI'PYHTOBYETLCS X BMNACTUBOCTSIMU, K NiABULLYIOTb 3aBaAOCTIMKICTb | MPUXOBAaHICTb nepegaBaHHA. Ha
BigMiHy BiA MO3MUIMHUX KOAIB TAWMEPHi CMrHanu maroTb Binbll CKnagHy CTPYKTYpy MoOyaOBM CUTHANbHUX
KOHCTpyKUin. Mo4aTkoBi napaMeTpu nobya0BM TakMEPHUX CUrHamiB AO3BONAKTb POPMYyBaTU pisHi Beanivi
CUTHaNbHUX KOHCTPYKUiA. Taki BapiauiiHi MOXXMMUBOCTI NOOYA0BU TAWMEPHUX CUTHANIB iCTOTHO MiABULLYIOTb
NOTEHLiNHY CTPYKTYPHY MPUXOBAaHICTb nepepaBaHHA. TakoXK Ha OCHOBI TaWMEPHUX CUrHaniB peani3yerbcs
3aBafoCTilike KogyBaHHA 0e3 no4aTKOBMX MEPEBIPOYHMX enemeHTiB. B crarti 3anponoHoBaHuin meTon
CUHTE3y wWyMonoAaibHMx curHamniB Ha OCHOBI MiHIMHOT 4aCTOTHOT MOAYNAUil | TANMEpPHUX CUrHaNbHUX
KOHCTPYKLUN.
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KnwyoBi cnoBa: fiHilHA 4acToTHAa  MOAynAUiA,  3aBag03axXULLEHICTb,  MPUXOBAaHICTb,
3aBafOCTiNKICTb, TAWMEPHUI cUrHan, CnexkTp.

AHHOTaumA. B nocrnegHee Bpemsa BCce OOnblUe BHUMAHWUA yAENSeTCA UCCNedOBaHWUK CBOMCTB U
METO40B (POPMUPOBAHMA CMOXHbLIX LUYMOMNOAOOHbLIX CWUrHamoB ANA MNOBLILWEHWA MOMEXO3aLULLIEHHOCTH
CUCTEM paguocBA3M, paboTalmx B YCMOBUAX PaaUOSNEKTPOHHOrO KOHMAMkTa. C NOMOLLLID Takux
CUTHamnoB pewarTcd 3aJayn No yryyweHU NOMEXOYCTOMYMBOCTU M OCHOBHBLIX NMOKa3aTenen CKPbITHOCTU
nepegayn (sHepreTmdeckas, CTPyKTypHas u uMHOpMauMOHHad). Ons 3agaum CuHTE3a LuyMonogoBHbIX
CUTHamnoB MpPEeanoXXeHO WCMONb30BaTb TAWMEPHbIE CUTHANbHbIE KOHCTPYKUUM B COYETAHUM C METOAOM
pacLUMPEHNa CMeKTpa HA OCHOBE TNUHEWHOW 4acTOTHOW mMoaynauuun. LlenecoobpasHOCTb MpPUMEHEHUS
TalMepHbIX CUrHaNOB OOOCHOBLIBAETCA WX CBOWCTBAMMW, KOTOPbIE MOBLILIAIT MOMEXOYCTONYUBOCTE M
CKPLITHOCTb Mepegayn. B oTnuyume OT MO3ULMOHHBLIX KOAOB TalMEpPHbIE CUrHanbl MMEKT D0nee CRoXHYI0
CTPYKTYPY MOCTPOEHMSA CUrHamnbHbIX KOHCTPYKUMA. HadanbHble napamerpbl MOCTPOEHMA TalMepPHbIX
CUTHamnoB MO3BOMAT (POPMUPOBATL  Pa3fNUYHLIE MHOXECTBA  CUTHANbHbIX  KOHCTPYKUMWA. Takue
BapualUMOHHbIE BO3MOXXHOCTU NMOCTPOEHUS TANMEPHBLIX CUTHANOB CYLLIECTBEHHO MOBLILLAKT MNOTEHLUMANBHYIO
CTPYKTYPHYK)  CKPbITHOCTb nepegayn. Takke Ha OCHOBE TaWMEpPHBLIX CUrHaNMoOB peanu3yercs
NMOMEXOYCTOMYUBOE KOAUPOBAHME Be3 JONOSNHUTENbHbLIX NMPOBEPOYHbLIX SNEMEHTOB. B cTatbe npeanoxeH
METOJ CHHTE3a LUYMONOAOBHbLIX CUrHaAnNoOB HA OCHOBE FMHEMHOW 4YaCTOTHOM MOAYNAUMU U TanMepPHbIX
CUTHAMNBHbLIX KOHCTPYKLMA.

KnrovyeBble cnoBa: nUHENHAs 4acToTHaAA MOAYNAUMS, NOMEXO3ALUULLEHHOCTb, CKPLITHOCTB,
NOMEXO0YCTONYNBOCTb, TANMEPHbLIA CUrHAs, CIEKTP.

The stealth of transmission (energy, structural, information and others) characterizes the
ability of the radio communication system to operate in conditions of active resistance to radio
intelligence (RI) and unauthorized access (UA) and perform their tasks in conditions of both
accidental and intentional interference. The creation of new methods for the synthesis of noise-like
signal structures is due to the requirements to ensure the stealth and noise immunity of radio
channels, which are operating in conditions of radio electronic conflict [1]. To perform these tasks,
it is necessary to take into account the modern achievements of the enemy's radio electronic
intelligence, which recently begin to use spectral-correlation methods to detect and search for
transmitted radio signals [2].

Known methods of generating noise-like signals [2] based on the expansion of the spectrum
of the binary element using standard types of digital modulation do not provide the required level of
stealth transmission. For this reason, the use of the complex noise-like signal-code structures with a
controlled structure is justified. In articles [3 - 5] it was proved that for this task it is expedient to
use non-positional signal constructions, in which for increasing the structural stealth noise-like
signals it is proposed to use non-positional timer signal constructions (TSC) with variable structure.
However, this problem is not fully solved, because it is aimed only at complicating only the
structure of the extended digital signal. Thus, this area needs further research [12].

The method of forming broadband signal structures based on timer signals construction and
linear frequency modulation (LFM) is proposed, which is important for the task of increasing
structural and energy stealth. The use of such signals significantly complicates the process of their
detection and recognition of the structure, so research in this direction is relevant.

The aim of the work is to develop a method of forming noise-like timer signals based on
linear frequency modulation.

The classic approach in the synthesis of noise-like signals is to expand the spectrum of a

binary element with the duration of the Nyquist interval o of the position code. For this problem,
various methods of spreading the spectrum are used [2, 3] with the help of: frequency hopping
spread Spectrum (FHSS - Frequency Hopping Spread Spectrum); direct sequence spread spectrum
(DSSS — direct sequence spread spectrum) is used in CDMA (Code Division Multiple Access);,
linear frequency modulation etc. For this reason, the synthesis of noise-like TSC based on LFM will
be different from positional coding.
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LFM represents a type of frequency modulation [6 - 8], in which the frequency of the carrier
signal fluctuations changes according to linear law. The process of modulating the single element

ly in the temporary area can be done using the following expression:
b,
st (1) = Uy cos(@ + (1)) = U CO{(PO + 27[(fof + 51 D ; (1)

where Uy — signal amplitude; fo = (FmactFmin)/2 — central value carrier frequency;
b = (FmaxtFmin)/T: — parameter equal to the rate of change of frequency over time; 7. — signal
duration; Fmax, Fmin — maximum and minimum value of the frequency of the radio signal; @ —
initial phase.

According to [6 - 8], the process of expanding the spectrum of positional symbols using
LFM can be represented using two signal structures, one of which for transmission binary zero can
be using LFM with a linearly increasing frequency law, and for transmission single state the other
can be using LFM with a linearly decreasing frequency law. Thus, the methods of transmission are
based on spreading the spectrum of binary positional code with duration Nyquist element 7, .

The construction of a non-positional TSC [5] is based on the fact that the significant
moments of pulse modulation in the TSC, unlike the BDC, are not multiple ¢,, and some basic

temporary element A (where A=to / s, s=1,2,3,...; [ — integer). The duration of pulse TSC
cannot be less than the Nyquist interval, i.e. 7, =/, + kA (where k=0,1,2,..., s-(n—2)). More

number of implementations N, on the interval 7 in comparison with BDC is achieved by reducing

the energy distance between the signal constructions, which is determined by the value A <z,. The

value of the interval A affects the noise immunity and the relative transmission rate, which is
necessary to take into account when choosing the parameters for constructing TSC. The total
number of implementations for TSC [5]:

e [o9)-[s-)-1T
o= 2 illn) T -0 - @

where i — number of modulation information moments.

The example of constructing two TSC (TSC-1 and TSC-2) on the interval 7, =44,
. =4A is shown in Fig. 1 (a, b).

In the proposed method of expanding the spectrum of the TSC based on LFM for the
formation of broadband signal construction SLFM_TSC(I ) uses two carrier signal SLFM_I(I ) and

ST EnL2 (t ) with center frequency f, (fig. 1 (8)): with linearly increasing and decreasing laws of

frequency change within f_;, and [ .
SLFM-T SC (t) = 'XT SC (t) x SLFM-I (t) + XT SC (t) x SLFM—Z (t) : (3)

In Fig. 2 is a structural diagram of a transmitter, which includes: two signal generators Gl
and G2 $; pyg (t ) and S| o (t ); switchboard generator SG.

The expansion of the TSC, in contrast to the BDC, is not carried out on the interval /,, and

on the duration of all signal structure 7, = 47,. Generator G1 is used to modulate the pulses of
TSC with a high voltage level, and G2 modulates the pulses of TSC zero state (Fig. 1 (6)). The G1
and G2 generators are restarted at the beginning of each cycle 7, .

In Fig. 1 (¢) and (0) show temporary diagrams of the spectrum expansion processes for TSC-
1 and TSC-2, which shows that the components of the signals LFM-TSC-1 and LFM-TSC-2 use
different carrier frequencies of generators G1 and G2. It is characteristic that the switching
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durations of the generators depend on the pulse components of the timer signals. The structural
diagram of the receiver, where the restoration of the original spectrum of TSC is carried out, is
presented in Fig. 3.

Figure 1- Temporary diagrams of the formation of broadband TSC based on LFM

Figure 2 - Structural diagram of the transmitter of broadband TSC
based on LFM
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Figure 3 - Structural diagram of the receiver of broadband TSC
based on LFM
It is assumed that the transmission system has perfect clock synchronization by elements A,
and recovery of the fronts of the TSC is carried out on the interval Tc = 41t0. For this, the scheme

contains two correlation receivers, in one of which is used supporting LFM signal sLAVK(t), and in

other sLAM2(t). The resulting signal from the output of the addition device is fed to the input of the

extremum determination device (EDD). From the output of the EDD according to the maximum
and minimum values of the signal within the interval A using decisive device (DD) decision is
made on the appearance of the front and rear fronts of the TSC. In this case, at each time interval

Tc = 410, the state of the receiver integrators is zeroed by pulses of cyclic synchronization.

Conclusions. Timer signals in comparison with bit-digital codes (BDC) have the following
advantages:
1) at given construction interval Tc =t0m can form the number of TSC implementations

more than the BDC, i.e. N hTCK >~ bBDC;

2) based on the TSC, it is possible to organize control of fidelity of transmission without use
the additional test elements,

3) joint use ofthe BDC and TSC makes it possible to reduce the probability of an erroneous
element by 3-4 orders of magnitude and compensate for the redundancy of the error-correcting
code.

Received results make it possible to increase the stealth of transmission in radio
communication lines using non-stationary signal constructions in comparison with traditional
broadband signals with respect to spectral and correlation analysis. This allows to provide the
stability of the transmission process in organized interference. It is explained by the fact that the
spectrum of the proposed multicomponent signal has continuous extended spectrum in comparison
with the spectrum of classical LFM fluctuations.
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