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Abstract. Protection of information from unauthorized access is the most important task that is
assigned to modern confidential communication systems. The analysis of the risks of violating the
information confidentiality justifies the necessity of its protection practically on any part of the communication
system's path: storage, transformation, transmission, etc. The promising direction of protecting information
from unauthorized access is a comprehensive approach that provides data protection at various levels of the
OSI model. The article proposes using signals with complex structure for this task. An example of such
signals are timer signals, on the basis of which the possibility of integrating the processes of noise-immunity
coding and structural stealth of signal construction is explored. The analysis of timer coding possibilities for
providing structural stealth and correction ability is considering parameters of construction of timer signals.
Quantitative and qualitative analysis of synthesized sets of timer signals was carried out for estimation of
potential possibilities of increase structural secrecy with control of fidelity transmitted data. This analysis will
allow choosing the optimal parameters for constructing timer signals for the task of ensuring the required
accuracy of the transmitted information and the structural secrecy of signal construction. Thus, the search of
effective methods of protecting information from both random interference and unauthorized access is an
important task.
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AHoTauia. 3axucT iHdopmalii Big HecaHKUiOHOBaHOro AOCTYNy € HanBaXKNMBILLMM 3aBAAHHSAM, LLO
NoKnagaeTbCa Ha CydacHi KOHMpioeHUinHI cuctemmn 3B'a3ky. AHanisa pu3nKiB NOpYyLUEHHST KOHiaeHUiMHOCTI
iHpopmaLii obrpyHTOBYE HEObXIAHICTb i 3aXMCTy NMPaKTUYHO Ha Oyab-sKin AiNAHUI TPaKTy CUCTEMMU 3B'A3KY:
30epiraHHs, NEPETBOPEHHS, NepefaBaHHA ToLO. [epCnekTMBHUM HanpsMOM PO3BUTKY 3aXUCTY iHopMaLi
BiA HecaHKLiOHOBaHOro AOCTYMNYy € KOMMMEKCHUI niaxia, 3a sikoro 3abesneyyeTbCcs 3aXMCT AaHMX Ha Pi3HUX
piBHaAX mogeni OSI. [Ina uboro 3aBgaHHs y CcTaTTi 3anponoHOBAHO BUKOPUCTOBYBATU CUFHAmNM 3i CKMNagHo
CTpykTypoto. lNpuknagom Takmx cuUrHamiB € TaWMepHi CUrHamnbHi KOHCTPYKLiT, Ha OCHOBI SKMX MOXITMBO
peanisyBaTu 3aBafoCTiike KOOYBaHHA, a TaKkoX MiABULUTU CTPYKTYPHY NPUXOBAHICTb nepeaaBaHuX
kKomOiHaLii. CTpyKTypHa MPUXOBaHICTb CMpPSIMOBaHa Ha CYTTEBE YCKIMAAHEHHS1 PO3Mi3HABaHHS CTPYKTYpU
cvrHanie 3a yMoBM, L0 3acobamu pagioTeXHIYHOI PO3BigKU BUpilleHa nNpobnema eHeprinHoi NpMXOBaHOCTI,
TOOTO CuUrHan BUSBMEHWA | 3anMMCaHUA Ha HOCi iHdopmauii. Ha ocHOBi TammepHOro KogyBaHHS
OOCMNIoKYETBCA  MOXIUBICTb  IHTErpyBaHHSA MpoLeciB  3aBaflOCTIMKOrO  KOAYBaHHA Ta  CTPYKTYPHOI
NPUXOBAHOCTI CUrHanbHUX KOHCTPYKLUIN B €AuHe 3aBAaHHs. HagaHo aHania MOXNUBOCTEN TalMepHOro
KogyBaHHs LWoAo 3abe3neyveHHs CTPYKTYPHOI MPUXOBAHOCTI i KOPEKTYHYOi 34aTHOCTI 3 ypaxyBaHHAM
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napameTpiB NoOyaoBMN TakMepHUX curHanie. MNpoBeAeHO KiNbKICHWI | SKICHWIA aHani3 CMHTE30BaHMX MHOXMH
TaMepHUX CurHaniB ans OUiHKA MNOTEHUINHUX MOXIUBOCTEN NIABULLEHHS CTPYKTYPHOI MPUXOBAHOCTI.
BusHauyeHO B3a€EMO3B'AI30K CTPYKTYPHOI NPUXOBAHOCTI i KOPEKTYUO! 34aTHOCTI TaWMEpHUX CUrHanbHUX
KOHCTPYKLi. YCTaHOBMEHO, WO 30inblUeHHS MiHiManbHOI KO4OBOI BiACTaHi 3MEHLUYE KifnbKiCTb A03BONEHUX
KOOOBUX KOMOIHAUiN, fKka 3HWXKYE CTPYKTYPHY MPUXOBAHICTb CUIHaNbHUX KOHCTPYKUin. Cynepeuvnusun
XapakTep MOKa3HMKIB CTPYKTYPHOI MNPWXOBAHOCTI i 3aBagoOCTIMKOCTI Cnig BpaxoByBaTM npu po3poOui
anroputMiB 0OMiHy JaHUMK Yy CUCTEMI 3B'A3KY.

Knro4oBi cnoBa: 3axuLLeHiCTb, NPUXOBaHICTb, 3aBaJ0CTIiMKICTb, HECAHKLIOHOBaHUM OOCTYN, 3aXUCT
iHdopmaLi, kaHan.

AHHoTauma. 3awuTta MHOpPMALUMU OT HecaHKLUMOHMPOBAHHOIO AOCTyna SIBMSIeTCS BaXKHenllen
3afaveil, KoTopasi BO3NnaraeTcsl Ha COBpPeMeHHble KOHMUAeHUMarnbHble CUCTEMbI CBS3W. AHanv3 pUCKOB
HapyLleHns1 KoHdMOEHUMANbHOCTM MHGOPMaLMM 060CHOBLIBAET HEOOXOAUMOCTE €€ 3allUMTbl NPaKTUYECKU
Ha nOoM y4yacTke TpakTa CUCTEMbI CBA3M: XpaHeHUsi, NpeobpasoBaHus, nepedayn u T.4. epcnekTMBHbIM
HanpaBfieHnemM pasBUTUS  3alUTbl  MHOPMALMU  OT  HECaHKLMOHMPOBAHHOrO [OOCTyna SBMNseTcs
KOMMIEKCHBIV NMoaXoAd, NMpu KOTOPOM oGecneunBaeTcs 3aluTa AaHHbIX Ha pasnuyHbIX YpoBHax mogenm OSI.
B craTbe npeanoXxeHo UCNonb3oBaTh AN 3TOW 3a4a4M CUrHarnbl CO CIOXKHOWM CTPYKTYpo. MpuMepom Takmx
CUrHanoB SIBNAOTCHA TallMepHble CUrHarbHblE KOHCTPYKLMMW, HAa OCHOBaHWUM KOTOPbIX MOXHO peanv3oBaTb
NMOMEXOYCTOMUYMBOE KOOMPOBaHMWE, a Takke MOBbICUTb CTPYKTYPHYIO CKPbITHOCTb MepedaBaeMblxX
kombuHauuii. MpoBeaeH aHanM3 BO3MOXHOCTEN TalMEPHOro KOAMPOBaHMSA MO 06ecneyeHno CTPYKTYpPHOM
CKPBITHOCTM U KOPPEKTUPYIOLLEN CMOCOGHOCTM C YY4ETOM MapaMeTpoB MOCTPOEHMS TalMEpPHbIX CUTHArOB.
MpoBeaeH KONMYeCTBEHHbIN 1 KAYECTBEHHbIN aHanm3 CUHTE3UPYEMbIX MHOXECTB TalMepHbIX CUrHarnoB ans
OLIEHKM TMOTeHUMarnbHbIX BO3MOXHOCTEN MOBLILLIEHUS] CTPYKTYPHON CKPBLITHOCTM C KOHTPONEM BEPHOCTU
nepenaBaembixX AaHHbIX.

KnioueBble cnoBa: 3alUMLLIEHHOCTb, CKPbITHOCTb, MOMEXOYCTOMYNBOCTb, HECAHKLMOHMPOBAHHLIN
[A0CTyn, 3aWwuTa nHdopmaLuun, KaHarn.

Protection of the transmitted information from unauthorized access (UAA) is the most
important task assigned to modern confidential communication systems (CCS). It is known [1] that
the protection of information from unauthorized access is carried out mainly at the upper levels of
the OSI model using cryptographic transformations. The increase in the amount of information
transmitted in communication networks, and the constant improvement of unauthorized access
tools, puts forward a new concept of building a modern CCS. At present, taking into account the
risks of UAA to confidential information, it should be carried out practically at any part of the
communication system: storage, transformation, transmission, etc. Therefore, the perspective
direction for the development of information security is a complex approach that ensures data
protection at various levels of the OSI model [2].

Obviously, the reliability and protection of information against UAA are integral
components to ensure its integrity and security during transmission over a communication channel.
Therefore, to assess the effectiveness of such a security system, it is advisable to use a
comprehensive measure of noise immunity [3]. This will allow the assessment of both the reliability
of the transmission and various characteristics of secrecy: informational, structural, energetic,
spatial, temporal, etc.

One of the methods of protecting information from UAA is the use of signals from carriers
with a complex structure. In this article, it is proposed to use timer signal constructions (TSC) for
this task. In [2,4,6], it was shown that, on the basis of the TSC, noise-tolerant coding without the
use of test elements can be realized. The further stage of the research is the research of the
parametric properties of timer coding based on the synthesis of various sets signal constructions that
distinguish the structure of their construction. Given the parameters of the TSC construction, the
structural secrecy and the corrective ability of timer coding are analyzed. This analysis will allow
choosing the optimal parameters for constructing timer signals for the task of ensuring the required
accuracy of the transmitted information [4] and the structural secrecy of signal construction [5].
Thus, the search of effective methods of protecting information from both random interference and
unauthorized access is an important task.

The aim of the article is a quantitative and qualitative analysis of the synthesized sets of
timer signal constructions for assessing the potential abilities of increasing the structural secrecy
with control of the accuracy of the transmitted data.

110 Korchynskyi V.V., Kildishev V.1., Holev D.V., Berdnikov O.M.
Research methods for increasing the security of information transfer based on timer signals



Hayxkogi npani OHA3 im. O.C. Ilonosa, 2018, Ne 2

Time coding [6] was proposed in the 1980s for the task of increasing the transmission speed
in a binary channel with a limited bandwidth

aF=1, (1)
tO

where f, — Nyquist interval. Based on the TSC, it is possible [6] to implement noise immunity

coding [8], but, in the difference of bit-digital codes (BDC), when building an allowed code
combination, additional symbols are not required to control the accuracy of the received data. In
article [4, 6], it was proposed to combine these two types of noise-immunity coding to protect data
from communication channel errors. This allows the system to compensate or reduce the
redundancy of the verification elements BDC. Variational possibilities of timer coding on the
synthesis of various sets of TSC at a given time interval opened a new perspective on the
development of various algorithms, based on which it is possible to increase the structural secrecy
of information carrier signals [5].

In article [7], the feasibility of the synthesis noise immunity TSC was considered with the
aim of increasing the energy and structural secrecy of signal construction in broadband
communication systems. For this task, various methods of spreading the signal were adapted to the
TSC: direct spreading by random sequences and random tuning of the operating frequency.

In this article, the research is aimed at assessing the possibilities of timer coding on the
synthesis of various sets of allowed signal construction with given minimum code distance d,,.

Information about the value d, will allow the creation of algorithms to increase the structural

secrecy, considering the corrective ability of the timer signals. Structural secrecy of signal
construction is aimed at significantly complicating the recognition of their structure, provided that
the problem of energetic secrecy is solved by means of radio intelligence (RI) and UAA, i.e. the
signal is detected and recorded on the storage medium. Structural secrecy depends on the variety of
used signal constructions, both at the channel level and at the physical level. The increase in
structural secrecy is possible using of different sets of signal structures for each transmission
session. Potential structural secrecy is determined by considering the total number N of possible
signal structures that are used to transmit information symbols:

Consider the features of the construction of timer signals. For this, select the time interval

T =nt,, 3)

where n — the number of Nyquist elements. Value n affects a lot of synthesized combinations, as
well as the complexity of the implementation of the coding and decoding devices.

The next parameter to build a TSC is the base time element A, by which within an interval
T, determined by the duration of the pulses

t,=t,+kA, 4)
where £=0,1,2,..., s-(n—2). As can be seen from (4) pulse duration 7, not multiple ¢,, as with
BDC, and are multiples of the base element A (where A=¢,/s; s=1,2,3,..., | — whole numbers).

Thus, during the formation of pulses 7, on the interval 7, the Nyquist condition is observed, at
which

21, (5)
Parameter s determines the quantity A on the interval ¢, i.e.
tO
s=-2. (6)
A

Increase the number of timer signals realizations N, on interval 7, compared to the BDC. It
is achieved by reducing the energy distance between them and is determined by the value A<¢,,
then

N = [ns - i(s — 1)]! , (7)
i'(ns —is)!
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where i — the number of modulation information moments. By varying the parameters n, s and i
it is possible to synthesize different sets of signal constructions that differ in the structure of

construction and the number of realizations N, . However, the increase in the number of realizations
N, when A decreases leads to a decrease in noise immunity, which should be considered when
choosing s.

Table 1 shows the values N, depending on parameters n, s and i. For n=7, i=3, s=5

can get N, = 1771 realizations, whereas for BDC only N, ... = 2”7 = 128. For the same TSC

parameters, but for s = 6 the number of realizations is N, = 2925 a lot more. Also, a significant
increase in the number of realizations is achieved by lengthening the interval for constructing signal
constructions 7,. For n=8, i=3, s =5 value N, = 3276. Examples of the formation of the TSC

were considered with a minimum code distance d, =1. Obviously, such sets of signal constructions
do not have corrective properties. Provided that d, > 2 based on the TSC, noise-tolerant coding can
be implemented. For determining d,, It is proposed to use Hamming code distance considering the
base element A:

w
dy=3x,®z,, ®)
j=1

where x; and z, — logical state of segments TSC (0 or 1) by elements A; W =n-s — amount of
elements A on the time interval 7. As an example in Fig. 1 shows the implementation of signal
constructions with different pulse durations and code distances with parameters n=7, i=3, s = 5:

1)¢t,=5A,1,=6A, t, =24A for TSC-1;

2)t,=6A,1,=10A, t, =19A -TSC-2;

3)t, =10A, t,=17A, t, =8 A —TSC-3.

Combinations TSC-1 and TSC-2 have d,, = 6, between TSC-1 and TSC-3 — d, =21, TSC-2
and TSC-3 — d,=15.

As can be seen from table 1 with increasing d, number of implementations N, decreases,

which, according to (2), reduces the structural secrecy of signal constructions. The contradictory
character of the indicators secrecy and noise immunity should be considered when developing data
exchange algorithms in a communication system. Obviously, in this case, to compensate the fall of

the indicator S;4., it is advisable to use interchangeable multiplies of signal construction

{NTSC,- (do )} with given d,, for different sessions of confidential information transmission, therefore

Stsc = Ing[i Nige (do )j . )]

z=1
Consequently, the parameters n, s and i can affect both on the noise immunity and on
structural secrecy of signal construction.
Consider the of the formation features of allowed TSC with the help of the quality equation
[6]:

> 4,x, =0(mod 4, ): (10)
k=1

where 4, (k =1,i) — weight coefficient, which is a set of prime numbers; 4, — module values; X, —

report numbers of significant modulation moments (SMM) pulses . If the signal construct
satisfies (10), then it is allowed.

Samples N, of allowed code combinations that are forming the quality equation with
Ao=19, A1 =2, A> =3, A3 = 7 and parameters of construction 7, s, i, are given in Table 2.
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I =nt,
tg = sA tp=sA tg = sA tg = sA tg = sA tg=sA fg=sA
12 3 4 5(6 7 8 0 10|11 12 13 14 15[16 17 18 19 2021 22 23 24 25|26 2728 20 30|31 32 33 34 35!
TSK-1
ty=5A ty = 6A ty=24A
t
TSK-2
£y = 6A £, =100 £, =19A
t
WS - fy = BA
t
Figure 1 — An example of the implementation TSC with different values d,
Table 1 — The number of implementations of the TSC, depending on the parameters n, s, i
and do
Ne Parameters TSC Sample TSC depending on do
B N i s 1 2 3 4 5 6 7 8 9
1 7 3 5 1771 891 248 146 79 53 36 28 | 22
2 7 3 6 2925 1469 395 231 | 121 85 53 44 | 31
3 7 3 7 4495 | 2255 591 344 | 176 | 121 76 60 | 44
4 8 3 5 3276 1638 438 252 | 133 91 59 47 | 33
5 8 3 6 5456 | 2736 714 408 | 316 | 146 94 70 | 50
6 8 3 7 8436 | 4218 1079 | 615 | 316 | 212 | 137 | 102 | 75
Table 2 — Samples of realizations TSC according to the equation of quality with 4¢=19,
A1=2, A2=3, Asz=T7 and n s S, i, do
Samples allowed TSC
No Parameters TSC Total‘ amount depending on d,
realizations
m i s 4 5 6 7 8 9
1 7 3 5 1771 93 37 27 24 | 15 | 13
2 7 3 6 2925 154 59 43 41 | 23 | 19
3 7 3 7 4495 236 88 68 58 | 34 | 29
4 8 3 5 3276 173 65 52 40 | 27 | 22
5 8 3 6 5456 288 | 106 82 68 | 42 | 35
6 8 3 7 8436 444 | 156 | 123 | 98 | 60 | 49

As can be seen from the Table 2 the number of allowed TSC satisfying the quality equation
with given 4, (k =1, i) and 4, significantly less than with full enumeration of the whole multiples

TSC with using (7). At the same time, the samples of allowed signal constructions have d, = 4. For

n=7,i=3, s =5can get N, =93 with minimum code distance d,=4 from the total number of

realizations N

T tot

= 1771, whereas with full brute force N, = 146 (Table 1). When d, = 5 the

number of realizations is significantly reduced N, = 37 (Table 2), whereas with full brute force

N, =79 (Table 1). On the one hand, the quality equation is a convenient tool for implementing
noise immunity coding based on TSC. On the other hand, the number of allowed combinations is
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less, which must be considering when developing algorithms for enhancing the structural secrecy of
transmission based on TSC.

In Table 3 and 4 show the allowed TSC for other values of Ao, A1, 42, A3. From these tables
by changing the value of Ao, 41, A2, 43, it is possible to obtain new sets of signal constructions with

different initial values d, .

Table 3 — Samples of TSC realizations according to the quality equation with 4o =7, 41 = 2,
Ar»=3,43=5and n, s, i, d,

Samples allowed TSC
No Parameters TSC Total .ampunt depending on d,
Realizations

m i S 2 3 4 5 6 7 | 8 9
1 7 3 5 1771 253 | 144 | 87 | 57 | 34 | 28 |21 | 14
2 7 3 6 2925 418 | 233|135 87 | 52 | 43 | 34| 22
3 7 3 7 4495 643 | 354 (204|134 | 78 | 67 |48 | 33
4 8 3 5 3276 468 | 260 | 151|100 | 60 | 52 | 35| 23
5 8 3 6 5456 780 | 426 | 242 | 158 | 91 | 79 | 57| 38
6 8 3 7 8436 1206 | 652 | 365|239 | 137|114 |86 | 54

Table 4 — Samples of TSC realizations according to the quality equation with 4o = 11,
A1=2,A2=3,A3=7and n,s, i, do

Parameters TSC Total Samples_ a}lowed TSC depending
Ne amount on minimum code distance
m i s | realizations 2 3 4 5 6 7 8 9 10
1 7 3 5 1771 161 — | 92|40 | 33 | 27 | 17 | 15 12
2 7 3 6 2925 266 — | 148 | 63 | 50 | 47 | 28 | 23 17
3 7 3 7 4495 409 — 225192 | 74 | 62 | 39 | 34 27
4 8 3 5 3276 299 — | 166 | 72 | 56 | 49 | 30 | 25 20
5 8 3 6 5456 496 — |271 | 111 | 89 | 76 | 47 | 39 30
6 8 3 7 8436 767 — | 415|166 | 135 | 113 | 66 | 57 43
Table 5 — The coefficients of the quality equation for the forming allowed TSC
Ne do Ao Al A> Az
1 4 19 2 3 7
2 2 7 2 3 5
3 2 11 2 3 7
4 3 13 2 3 7
5 - 17 2 3 7

In Table 5 shows the minimum code distance d, = 2 - 4, which were obtained for the values

Ao, A1, A2, A3. All multiplies of allowed TSC differ from each other in the number of combinations,
the structure of construction and the code distance.

The research results showed the formation features of timer signals by various methods. The
exhaustive full method (7) makes it possible to more fully use the multiply set of signal constructs
to form allowed combinations, therefore, there will always be more of them than when using the
quality equation (10).

By changing the parameters of the quality equation Ao, A1, A2, A3 it is possible to synthesize
sets of signal constructions, which differ in the number of combinations and the minimum code
distance d,. This makes it possible, on their basis, to develop algorithms for enhancing the

structural secrecy with the requirements for noise immunity.
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The analysis of the interconnection of the structural secrecy and the corrective ability of the
timer signal constructions, considering the parameters of their construction. Increasing the code distance
d, reduces the number of allowed code combinations, which reduces the structural secrecy of signal

constructions. The contradictory character of indicators structural secrecy and noise immunity should be
considered when developing data exchange algorithms in the communication system.
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