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Abstract. One of the key aspects for forming the information society and universal access to
network resources is information security as the most important condition of documents and information
transmission by means of information and communication technologies. The most reliable and convenient
means of data security for the network communication is the electronic digital signature (EDS). The existing
conditions of the electronic digital signature are considered and problems of its infrastructure functioning in
Ukraine are investigated in this article. Technological problems are currently the most essential. The
procedures of obtaining the electronic digital signature and its properties, as well as advantages of electronic
digital document flow, are analysed. The necessity to form the infrastructure of the EDS has appeared due to
the significant amount of advantages of the EDS introduction. In addition, there is the necessity to regulate
and control functioning of the corresponding system by certification. The national EDS system as the
cohesive organizational and technical system integrates the corresponding certificates of open keys, means
of the EDS (cryptographic transformations), the key certification centers (KCC) and owners of certificates into
a single structure and guarantees the quality of EDS services on behalf of the state. The existing conditions
of the EDS infrastructure operating are considered which have to correspond to the modern conditions for
ensuring effective services of the electronic digital signature and without difficulties and problems for
obtaining the certificate of a key. The external and internal factors influencing the low rates of EDS
development in Ukraine are enumerated. The main problems of the EDS infrastructure creation and their
decisions have been formulated. The solution of problems of the EDS infrastructure functioning in Ukraine
will promote the conditions for using all opportunities of the infrastructure, its standardization and
development of electronic services.
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AHoTauis. OgHUM i3 KNOYOBMX acnekTiB hOpMyBaHHS iHOPMaLIAHOIO CycninbCTBa i NOBCOL4HOMO
OOCTyny OO MepexeBuMX pecypciB € 3abesneveHHst iHopmauinHOi Ge3nekn Ak HamBaXKIUBILLIOT YMOBU
nepegadvi JOKYMEHTIB W iHcpopmauii 3a JonomMoro iHopMaLiiHO-KOMYHIKaLinH1X TexHororin. HanbinbLw
HaZiNHMM i 3pyYHUM 3acOOOM 3axXMCTy OaHUX NPU MEpPEXeBOMY OOMiHi € eneKTPOHHMI LUMdpoBUA nignuc
(ELYM). Y craTTi po3rnsiHyTO iCHYOUNIA CTaH BUKOPUCTaHHS €MNEKTPOHHOro umMdpoBOro nignucy, SOchigkKeHo
npobrnemMun PyHKLiIOHYBaHHS MOro iHppacTpykTypy B YKpaiHi. HanbinbLl icTOTHUMKM Ha CbOrOAHILLHIA OEHb €
TEXHOMOrYHi Npobrnemu. lNMpoaHanizoBaHO Mpoueaypy OTPUMaHHSI ENeKTPOHHOro uudpoBoro nignucy Ta
MOro BrnacTUBOCTI, @ TAKOX NMepeBary BUKOPUCTAHHS EMEKTPOHHOIO LIMdIPOBOro JOKYMEHTOODIry. Y 3B’A3Ky 3
HasiBHICTIO 3HaYHOI KiNbKOCTI nepeBar BnpoBamkeHHA ELUIM, a Takox HeobxigHOCTi [Oep)XaBHOro
perynoBaHHA Ta KOHTPOMO 3a (PYHKLIOHYBaHHSAM BiAMOBIAHOI CUCTEMMU LUNAXOM cepTudikadii, 3’sasunaca
HeobXigHicTb hopmyBaHHs iHdpacTpykTypy ELMN. HauioHaneHa cuctema ELI sik 3’egHaHa opraHisauinHo-
TEXHIYHaA cucTeMa iHTerpye BignoBigHI cepTudikaTM BigKpUTMX KrtodiB, 3acobu ELIM (kpuntorpadoivHmx
nepeTBOpeEHb), LeHTpU cepTudpikauii kntodie (LUCK) Ta BnacHukiB cepTudikaTiB B €OUHY CTPYKTYPY i rapaHTye
BiA iMeHi gepxasu skicTb nocnyr ELIN. Po3rnanyTo icHyodi yMOBUM dyHKUIOHYBaHHS iHppacTpykTypu ELIMT,
sika MOBMHHA BIiAMOBIgATM Cy4YacHMM yMoOBaM Ans 3abe3nevyeHHss edEeKTUBHOIO BUKOPUCTaHHSA MOCHyr
€IeKTPOHHOro LM(POBOro MignMcy Ta He CTBOPHOBATM TPYAHOLWLIB i Npobnem B OTpUMaHHI cepTudikata
Kntova. BuaineHo 30BHILLHI | BHYTPILLHI dhakTopK, SKi BNNUBaTb Ha HU3bKi TeMnu po3suTky ELIIM B YkpaiHi.
CdopmynboBaHO OCHOBHI npobriemu nobynoBu iHdpacTpyktypu ELM Ta ix BupiweHHs. BupilieHHs
NpobrnemM (yHKLiOHYBaHHSA iHPaCTPYKTYpyU ENeKTPOHHOro LMdpoBOro nignucy B YKpaiHi 6yae crnpuatu
CTBOPEHHIO YMOB BUKOPUCTAHHSA BCiX MOXMNMBOCTEN iHPACTPYKTypu, Ti CTaHgapTu3auii Ta po3BUTKY
€IeKTPOHHMX MOCNYT.

KnroyoBi crnoBa: enekTpoHHW UMcpoBUA  NIANUC, K4, IHOPaCTPyKTypa, enekTpOHHUI
AOKyMeHTOoOo6ir, npobnemu yHKLiOHyBaHHS.

AHHOoTauusA. OOoHMM M3 KIOYEBLIX acrekToB (OPMUMPOBaHUS MHOPMaUMOHHOIO obLlecTBa U
MOBCEMECTHOro AOCTyMna K CeTeBbIM pecypcaMm siBnsieTcss obecrnedyeHne MHGOpMaLMOHHON GesonacHoCTH
KaK BaXHeuLlero ycrnoBusi nepefadn [OKYMEHTOB M UHdopmauum npyv noMowm MHEGOPMaLMOHHO-
KOMMYHUKAUMOHHbIX TexHonormn. Hambonee HagexHbIM M yooOOHbIM CpeacTBOM 3alUTbl OAHHBLIX MpU
CeTeBOM OOMeHe SBMSETCA 3NeKTpoHHas uudgpoBasi nognuck (BUIM). B cTatbe paccMoTpeHo
CYLLLECTBYIOLLEE COCTOSIHAE MCMONIb30BaHUSA SMEKTPOHHOW LMEPOBON NOAMUCK, MUccnenoBaHbl nNpobnembl
PYHKUMOHNPOBaHUS ee NHAPACTPYKTypbl B YKpauHe. Hanbonee CylweCTBEHHbIMW Ha CErOA4HSILLIHUA OEHb
ABNSAOTCA TEXHomnornyeckme npobnembl. [MpoaHanuanpoBaHa npouedypa MONydYeHUs 3reKTPOHHOM
LMdpoBON MOAMUCU U ee CBOWCTBA, a Takke MpeuMMyLlecTBa UCNONb30BaHUA 3MEKTPOHHOro LUudgpoBoro
OOKyMeHTooOopoTa. B cBA3M ¢ Hanuumem 3HaYMTENbLHOrO KONM4YecTBa Npeumyllects BHegpeHus JLMM, a
Takke HeobOXOOMMOCTU TOCYOapPCTBEHHONO PEryniMpoBaHMs M KOHTpPons 3a  (PYHKUMOHMPOBaAHWEM
COOTBETCTBYIOLLEN CUCTEMbI MNyTeM cepTudmkaumn, MosiBunacb HeobXxoguMMocTb  (hOpMUPOBaHUSA
nHppacTpykTypbl JUIM. HaumoHanbHas cuctema OUIT kak chnnoyeHHas oOpraHvM3auMOHHO-TEXHUYEeCKas
CUCTEMA MHTErpuMpyeT COOTBETCTByKOLUME CcepTUdUKaTbl  OTKPbITbIX  KNtoyen, cpegctea  ALUM
(kpynTorpadmyecknx npeobpasoBaHuin), UeHTpbl cepTudukaumm kmodenr (LUCK) wn  BnagenbueB
cepTncurKaTtoB B €AMHYH CTPYKTYpYy WM rapaHTUpyeT OT MMEHW rocygapcTtBa kKadecTtBo ycnyr LT
PaccMoTpeHbl cyllecTBylolMe ycnoBus (OYHKUMOHMPOBaHUSA WHGpacTpykTypbl LM, koTopasi AormkHa
COOTBETCTBOBAaTb COBPEMEHHLIM YCroBUsIM ANnsa  obecrneveHns 3dpeKTUBHOIO MCNONb30BaHNA  yCryr
3NEKTPOHHOM LMAPOBOM NOAMUCUA U He co3fdaBaTb TPYAHOCTEW M Mpobriem B MonyvyeHuu ceptudmkaTa
krntoya. BblgeneHbl BHELWHWE W BHYTPEHHME (haKTopbl, BAMSIOWME HA HU3Ke Temnbl pas3sutna 3L B
YkpaunHe. CopMynMpoBaHbl OCHOBHblE NPOONEMbI MOCTPOEHUSA MHpacTpykTypbl LM n mnx pelueHue.
PelueHne npobrnemMm (yHKUMOHMPOBAHNSA WHAPACTPYKTYpbl SMEKTPOHHOW LMGPOBOMA noanucu B YKpauHe
OyneT cnocobcTBoBaTb CO34aHUIO YCIOBUWM MCMOMb30BaHUS BCEX BO3MOXHOCTENM WMHAPACTPYKTYpbl, €e
cTaHgapTU3auumn U pasBUTUSA SNEKTPOHHBIX YCNYT.

KrntoueBble crnoBa: anekTpoHHas uudpoBas MOAMUCH, KIOY, WUHAPACTPYKTypa, SMNEKTPOHHbIN
OOKYMeHTO000pOoT, Npobrnembl (hyHKLNMOHUPOBAHMUSI.

Formulation of the problem. The most important priority of Ukraine in the current
conditions of globalization is information society development with defined basic provisions in line
with the various state and international normative and legal acts. In the Law of Ukraine "About the
basic principles of information society development in Ukraine" [1], it is recorded that the
information society is focused on the interests of people. It is open for everyone and directed to
form the innovative model of hi-tech society development where each citizen has the opportunities
to create and accumulate information and knowledge, to have free access to them, to use and
exchange them in order to give the chance to each person fully to realize the potential for ensuring
personal and social development and improvement of quality of life. At the 70th session of the
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United Nations General Assembly [2], the priority for increased essential access of the population
to information and communication technologies for ensuring the general and inexpensive access
both to the Internet and to numerous resources was formulated and accepted

One of the key aspects for forming the information society and universal access to the
network resources is information security. This is the most important condition of document and
information transmission by means of information and communication technologies. As far as data
transfer, the most reliable and convenient security feature of data in a network exchange is the
digital signature (DS). At the same time there are a number of problems dealing with the EDS
implementation — social and economic, technological, geopolitical and others. Currently,
technological problems are the most essential. However, for their solution, it is not enough to
change the normative and legal basis or political willpower. Systemic, cardinal changes of the
technological basis are necessary at all levels of the EDS project implementation — at the state level
(formation and enhancements of the appropriate infrastructure), as well as ultimate users (technical
capability of the EDS application). Existence of these problems significantly hinders the EDS
development as well as information society formation in general. In this regard, the task of
problems systematization is relevant and the most characteristic for the EDS implementation with
the subsequent approaches and mechanisms formation of the selected problems solution.

Analysis of the latest research and publications. Worldwide there is a wide experience of
means of the EDS development and the positive results in all spheres of its application. Therefore,
many works of domestic scientists and researchers in different systems of society are devoted to the
practical research about the development of EDS national infrastructures. Works of scientists
devoted to the research of questions about the theory and practice of the analysis, synthesis and
application of the EDS are manifold [3-6]. In these works, technological and legal aspects of the
EDS implementation have been investigated and ways of the appropriate infrastructure formation
have been offered. However, there is no scientific research devoted to the EDS infrastructure
functioning in Ukraine which would decide not only application-oriented and legal issues but also
would create the fundamental scientific and methodical platform for the further EDS development
as a component of the complex of information society development. The most powerful problems
of the EDS infrastructure formation, their correlation with nation-wide or regional social and
economic problems have not yet been systematized. It is partly connected to the novelty of the
problematics for domestic science and practice. But, considering the importance of the integration
of Ukraine into the European Union, the question of the electronic space formation and the EDS
infrastructure development acquires special relevance.

Based on the above, the purpose of this article is to study problems of the electronic digital
signature infrastructure functioning in Ukraine and separate perspectives of its development.

Results. When electronic documents are used and they are transmitted on
telecommunication channels, it is very important to consider information security carefully. For this
reason, all usual electronic documents are not protected from change or unauthorized access to the
information.

Today, the security of the electronic document is carried out by applying an electronic
digital signature (EDS). The electronic digital signature is a type of the digital signature received as
a result of cryptographic transformation of the electronic data which is added to this set, or logically
unites with it and gives the ability to confirm its integrity and to identify the person who signs the
document [7]. When the electronic digital signature is applied, any electronic document accepts the
status of the original and imbues it with full validity. Within an analog of the autographic signature
for providing validity to the electronic document, the electronic digital signature can be used by all
legal entities and individuals. The validity of such an electronic document, signed with the EDS,
can be equivalent to validity of the similar paper document with the autographic signature of the
capable person and his stamp.

The EDS has all main properties which correspond to the autographic signature of the
person [7]:

Kaluhina N.A., Sakun A.A. 161
Problems of infrastructure functioning of the electronic digital signature in Ukraine



Haykosi npaui OHA3 im. O.C. Ilonosa, 2018, Ne 1

— the electronic digital signature demonstrates that the received document was received from
the person who signed it;

— it guarantees protection against distortion and rectifications as well as integrity in the
signed original document; and

— it demonstrates impossibility to refuse obligations of the person who signed the document.

Before compiling the electronic document, a block of data is added which is called the EDS.
Therefore, safe and lawful use of the EDS, almost importantly, is based on all means which can be
used for work with the EDS. These means pass independent examination and certification in the
public service of special communication and information security of Ukraine.

All procedures of the EDS formation which are legal can be divided into two basic stages:

1. By means of program information support and special mathematical function "the
message print" is calculated and it has the following important features:

— the invariable fixed length which is a constant, irrespective of the information volume of
the whole document;

— features of a unique print for each document; and

— the impossibility to restore the document on its printing.

It is necessary to note that if the document was slightly modified, then, certainly, its digital
fingerprint will be changed and revealed in case of control verification of the electronic digital
signature. It does not give the ability for modifications of the electronic document created and
signed with the EDS.

2. The digital fingerprint of the document is ciphered by means of the software and personal
private key of the author of the created document. Electronic computation of a print of the paper
document protects it from modification by any strangers after signing, and its encoding by the
closed personal key confirms copyright of the electronic document.

For implementation of the described procedure the appropriate infrastructure is created
which has the following structure (Fig. 1) [8].

Central Certifying Body P Supervisory

—————————————— Authority

-

T

1

1
v

Certification
Authority

Key Certification Centers IR Accredited Key
Certification Centers

USERS

Figure 1 — EDS Infrastructure in Ukraine

The analysis of legal and technical bases of the EDS functioning gives the chance to
formulate primary benefits for its using in a business environment:

— transition to legal paperless document flow that allows the user to save temporal and
reverse resources significantly;

— authentication, integrity, confidentiality and irrefutability of training, submission/delivery,
account and document storage, enhancement of the procedure;

— cryptography information security (of electronic documents) by transmission through open
channels that leads to minimization of risks increasing confidentiality of information exchange of
documents;
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— possibility of fast search and viewing of electronic documents in the EDS allows to reduce
time passing of different organizational and legal procedures, design and submission of different
reporting;

— reduction of a corruption component and support of transparency of public authorities
functioning for their using exclusively public keys;

— independence of geographical factors allows to expand significantly business boundaries,
contributes to the development of the international economic relations and formation of information
society in general.

The necessity to form the infrastructure of EDS has appeared due to the significant amount
of advantages of the introduction of EDS, as well as the necessity to regulate and control the
functioning of the corresponding system by certification. Therefore, currently the whole national
EDS system, as the cohesive organizational and technical system, integrates the corresponding
certificates of open keys, means of the EDS (cryptographic transformations), the key certification
centers (KCC) and owners of certificates into a single structure and guarantees the quality of EDS
services on behalf of the state.

We will illustrate the place and value of each element in the electronic digital signature
infrastructure in more detail. The quality of EDS services is regulated by the Central Certifying
Body (CCB) which is a body of accreditation and state supervision of activity of the key
certification centers [6]. As for the CCB, it holds accreditation of the specialized centers of open
keys certification. It forms and issues certificates of open keys for all certification centers and the
centers of electronic keys certification. The CCB blocks, restores and cancels the enhanced
certificates of open keys. It keeps electronic registers of the cancelled and blocked existing
enhanced certificates of open keys. As well, the CCB provides round-the-clock access to the
appropriate electronic registers by references of public telecommunication channels. Performance
of the CCB functions has been assigned to the Ministry of Justice in Ukraine. Technical and
technological support of the CCB functions performance is carried out by the state enterprise
"Information Center" of the Ministry of Justice in Ukraine which is defined by the administrator of
the CCB information and telecommunication system. The functions and tasks of the central body
has been analysed by the department of special communication and information security of the
Security Service in Ukraine as the sphere for applying the electronic digital signature services with
defined rights and duties in the Law of Ukraine "About the electronic digital signature" [7].

According to the State agency concerning electronic control of Ukraine [9], the EDS is used
by no more than 6 — 7% of the population. Moreover, the most of users are public workers who
received the EDS for compilation and submission of their own mandatory electronic income
statement. At the same time, in the European countries, use is about 90 — 95 %, and in other
developed countries (for example, Australia) the number of users — non-public service persons — is
more than 35%, and public service employees — more than 90 %.

The situation with the low development, use, and distribution of EDS in Ukraine is
connected, first of all, to the low digital readiness of the country. According to the report
"Measurement of information society" of the International Telecommunication Union (ITU) of the
UNO [10], Ukraine is in 68th place (out of 157) in the world in the development of ICT. This index
consists of three measures:

— access to ICT (the number of the fixed phones per 100 families, mobile phones per
100 inhabitants, the capacity of external channels per 1 Internet user, the number of computers per
100 people, the number of Internet Users per 100 persons);

— use of ICT (the number of personal computers, the fixed broadband access per
100 inhabitants, mobile broadband access per 100 inhabitants); and

— habits of using ICT.

According to the statistical data [11], rates of development of key indicators, defining digital
readiness, though they have positive dynamics, are characterized by considerable variation and an
imbalance of development (Table 1).
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Table 1 — Dynamics of some indicators development of digital readiness

Indices At the | At the | At the | At the | Dynamics
beginning | beginning | beginning | beginning
of 2017 of 2016 of 2015 of 2014

Urban subscribers of fixed | 7514,4 7715,5 8863,7 10010,2 0,75
communication, thousand

Rural subscribers of fixed | 930,8 1058,2 1260,4 1418,3 0,65
communication, thousand

Subscribers of mobile | 56717,9 56927,9 593523 62458,8 0,91
communication, thousand

Subscribers of Internet, | 6723,0 6525,1 6001,9 5957,4 1,13
thousand

Resource: data of Goskomstat of Ukraine

The data from Table 1 demonstrate that only the number of Internet users is increasing
increases in all indicators. The variation of telephone installation in cities and villages is also
distinctly highlightled. The enterprises of Ukraine are equipped with information communication
technologies with Internet access for 95,2%. At the same time, only a little more than 36% of
households have personal computers. Moreover, nearly a half of the population has no constant
access to the Internet. It is partly connected with the low standard of living, rise in unemployment,
continuous increase in prices for products of prime necessity, as well as public utilities that reduce
the ability of the population to use ICT services (Table 2).

As shown in Table 2, the share of the working population is decreasing, and the real wage
has no stable dynamic, which causes economic instability of the population.

There is a negative fact that the share of income from providing ICT services makes up only
1,61% of GDP, and the general level of electronic readiness for information society development
does not exceed 50% (according to the data [9]).

It is possible to claim that the low level of ICT development is the main reason for
difficulties with the EDS development. For this reason, further development of the electronic digital
signature infrastructure has to be based on technological and technical conditions of ICT
development.

Table 2 — Some indicators of the standard of living of the population

At the | At the | At the | At the
Indices beginning | beginning | beginning | beginning
of 2014 of 2015 of 2016 of 2017
Share of economically active working-age | 73,1 71,4 71,5 71,1
population, %
The nominal average salary, UAH per | 3282 3480 4195 5183
month.
Dynamics of the real wage, % +8,2 -6,5 21,2 +9

Resource: data of Goskomstat of Ukraine

The analysis performed was allowed to select external and internal factors influencing low
rates of the EDS development in Ukraine. It is possible to define such external factors as:

— low digital readiness of the country;

— rather low level of computerization of the population during essential variation between
the city and the village;

— the decrease in economic activity of the population and the enterprises influencing demand
for the EDS; and
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— vital issues with implementation of the program for providing the population with
biometric passports and ID cards, etc.

In our opinion, it is possible to define such internal factors as:

— imperfect legislation and difficulties with KCC registration;

— problems with maintaining electronic registers and services of key certificates;

— imposition of the EDS application by public authorities and their employees; and

— difficulties with ensuring cryptographic information security, the necessity for carrying out
certification of complex systems of information security and others.

It should also be noted that currently only Accredited Key Certification Centers (AKCC)
deal with issue of keys to the EDS. There are about thirty such centers in the country. Such
insignificant system development of key issuance significantly complicates their distribution,
especially in rural areas, and demands development of this structure.

Considering all reasons, the provided data [1], as well as the previous research of authors
[12], the main problems of creation of the EDS infrastructure have been formulated, namely:

— the low level of ICT development, variation and a digital division between the city and the
village as well as between some regions and spheres of economic activity;

— the low level of the population solvency leading to unsatisfactory indicators of households
with personal means of access to ICT;

— the low efficiency for using the financial, material, personnel resources directed to
informatization, low level ICT introduction to the social and economic sphere, in particular in
agriculture;

— the poor development of electronic business, use of non-cash payments;

— the level of computer and information literacy of the population is insufficient, as well as
the level of information representation of Ukraine in the Internet space;

— the vital issues with development and introduction of new training methods using modern
ICT, it is caused by both financial and personnel problems of educational institutions;

— the level of the state support for producing means of informatization, software and ICT
introduction is insufficient that doesn't provide all requirements of economy and public life;

— the risks connected with possible information leakage, cyber crime, industrial
espionage, etc.; and

— the shortage of KCC.

Each of the listed problems needs a deep, all-round analysis and decision. In our opinion, it
is necessary to solve these problems and we propose the following:

1. A network development of centers providing the EDS services, i.e., the creation of the
KCC developed network. During creation of this network it is necessary to consider financial and
economic, as well as organizational components. Among the main components, it is possible to
select: expenditures for creation of potential infrastructure, placement and its equipment, purchase
of the software, carrying out engineering and technical operations, certification, state certification
examination, certification of all technical means, vocational education of service personnel,
availability of an extensive network, etc. Under these circumstances, the network creation of the
organizations offered in this article which would have functions of the Central Certifying Body
(CCB). These organizations could work on a contractual basis between the state and different
bodies (for example, notary offices, the mail enterprises, banks). The essence of the contract
consists of the certification body acquiring the right from KCC for the appropriate services within
the primary activity. Thus, the solution of the question for the EDS keys providing is possible both
in the city and in rural areas.

2. Formation of technical capabilities using the EDS by means of mobile devices. This
direction is relevant, first of all, because the density of mobile telephony exceeds an index of 130%,
i.e. practically each citizen has a mobile device. For the EDS development on the basis of the
Mobile ID system (the EDS on the SIM card), it is necessary to form information support and
creation of the simplest mobile applications in use and the interface in order to install and use this
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system. The necessity of the interface simplicity is caused by low digital literacy on the part of the
population.

3. The solution of the question with enhancement of basic training methods for using ICT
technologies at all stages of education. This is because in Ukraine, the issuance of internal ID-
passports with the built-in electronic digital signature is planned to begin in the middle of 2018.

Therefore, it is necessary to consider that development of the EDS infrastructure — not as an
end in itself, but as a part of complex measures for formation and implementation of the electronic
government, as well as a transition of the country to information society. Questions for overcoming
problems of the EDS infrastructure development are a part of the general mechanism of the
information society creation oriented to its citizens and based on the ICT platforms. This
mechanism is reflected in Fig. 2.

Development of technological base Increase in computer literacy of the
for providing ICT services population
The mobile Internet, Improvement of Lifelong learning
and fixed including school programs
telephony Broadband
Access
Computerization Development
of medicine, Convergence of of network
education, science, products and bus'iness,
culture, ecology technologies online banks,
Internet
things
Development of Creation of non-
th? EDS on state CCB Technological Legal
mobile platforms base framework
Creation of the Formation of the system of the
developed EDS electronic government
infrastructure

Figure 2 — Components of the mechanism of the EDS infrastructure development
as a part of information society creation

In our opinion, the solution of problems of the EDS infrastructure functioning will promote:

— ensuring development of cross-border cooperation and integration of Ukraine into the
world electronic information space;

— recognizing the foreign qualified certificates of open keys and the qualified digital
signature in Ukraine;

— recognizing the legal importance of the received qualified electronic confidential services
and ensuring due trust of natural and legal entities to such services;

— effective electronic managing, including providing administrative services in electronic
forms; and

— further developing electronic legal proceedings, electronic procurement, electronic
archive and so forth.
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As a result of the research of the problems of the EDS infrastructure functioning in Ukraine,
it is possible to conclude that there are positive developments in the direction of improvement of the
electronic digital signature application. The infrastructure of the EDS has to correspond to modern
conditions for ensuring effective use of the EDS services and not create difficulties and problems in
obtaining the key certificate. Considerable reduction in the volumes of paper document flow by
organizations provides essential advantages in comparison with costs of introduction of new
processes for using the EDS. The solution of problems of the EDS infrastructure functioning
contributes to the development not only in the areas of electronic business (e-Health, e-Transport, e-
Commerce, e-Government, e-Invoicing, e-Procurement), but also in the support of all functions of
information society.

Prospects for further research in this direction can be the study of the information risks
during the EDS infrastructure functioning that will allow the effective development of services in
this area.
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