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Abstract. The article represents an approach to long-term monitoring of routes unavailability for
information and communication networks based on the TCP/IP stack. The proposed approach allows the
identification of the necessity of a route reconstruction or reconfiguration before QoS significantly suffers,
which can be a part of a preventive maintenance strategy. Being the bases of the proposed approach, the
statistical prediction techniques including the polynomial extrapolation and autoregressive integrated moving
average allow to obtain prediction results with the preset probability. In addition, the proposed method allows
the performance of an automatic network infrastructure and routes discovery. This work also explains the
interaction between software modules of the proposed method implementation. The proposed method
represented by this work is recommended to be used in the wired networks of access and
aggregation/distribution where usually a few (if any) backup routes are available and, thus, it is more
sensible to avoid a malfunction than to react on it after it happens.
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AHoTauis. Y cTaTTi nokasaHo nigxig A0 AOBroCTPOKOBOIO MOHITOPUMHIY HEroTOBHOCTI MapLupyTiB
iH(popMaLiiHUX Ta KOMYHIKaLinHUX MepexX, siki BAKOPUCTOBYHOTb cTek npoTtokoniB TCP/IP. 3anponoHoBaHun
nigxin Moxe OyTM YacCTUHOW CTpaTerii MPEBEHTUBHOINO TEXHIYHOrO OOCNYroByBaHHS MepeXi OCKINbKu
003BONSE BUABUTM HEODOXIgHICTb PEKOHCTPYKLii abo pekoHdirypauii MaplipyTiB 0O TOro, sik CYTTEBO
3HM3NTLCA  SAKICTb  OOCHyroByBaHHS  KopucTyBadiB. [licns BMSIBNEHHS 3arpo3v  3HWXKEHHA  SIKOCTI
0obcnyroByBaHHS 4epe3 HaAnMLIKOBY HErOTOBHICTb MapLUpyTiB Mepexi, cucTtemMa MOHITOPUHIY, sKa
BMKOPUCTOBYE 3anpOnoHOBaHWW METOA, reHepye BignoBigHe MOBIOOMMEHHS ANS iHXEeHepHOro nepcoHany
abo agmiHicTpaTopa Mepexi, Lo Oae OCTaHHIM 4YacoM, HeoOXiaHU Onsi BXMBaHHA 3anobikHUX 3axoais, 3
MeTOI HedomnyLleHHs aerpagadii skocTi o6cnyroByBaHHs. 3anponoHOBaHWA MeTOA, peani3oBaHo y BUrNSAAi
NpOrpamMHOro MpoaykTy, SKAW € CYMICHAM i3 ICHYIOYMMKW anapaTtHUMK Ta MporpaMHUMK  3acobamu
MOHiTOpUHry. OCHOBHOK 006nacTio 3acTOCyBaHHSA [aHOro MeTody € MpoBigHi Mepexi goctyny abo
arperadii/posnoginy, Ae, 3asBu4yan, pe3epBHi MapLlpyTM abo 30BCiM BiACYTHIi abo iX KiNbKiCTb CYTTEBO
obmexeHa, | ToMy Binblu AOUINBbHO YHUKHYTU aBapinHOi cMTyalil, HiX pearyBaTu Ha Hei nicns Toro, sik BOHa
Matume Micue. MeToaM CTaTUCTUYHOIO MNPOrHO3YBaHHSA, a came: MNoniHOMianbHa ekcTpanonsuis Ta
iHTerpoBaHa Mofernb aBToperpecii i KOB3HOMo CepeaHboro, SAKi NoknageHi B OCHOBY 3anporoHOBaHOro
nigxogy, 4O3BONSATL OTPUMATK pe3yrnbTaTh MPOrHO3yBaHHS i3 Hanepes BigoMot MMOBIpHiCTIO. OkpiM Toro,
He Mae noTpebu B aganTauii peanisauii MeToay A0 KOHKPETHOI Mepexi, TOMy Lo LOLAATKOBO nepenbdayeHo
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aBTOMaTU4yHE PO3Mi3HaAHHA MepexHol iHpacTpykTypu Ta MaplpyTiB. lMpu OpMyBaHHI CTaTUCTUYHUX
BMOIpOK 4518 LOBrOCTPOKOBOIO NMPOrHO3yBaHHS BUKOPUCTOBYETLCA METOZ "KOB3HOTO BikHA", @ po3mip BUBIpKu
OVHaMIYHO 3MIHIOETbCA B 3anexHOCTi Big nepiogy ynepemXeHHs MporHody Ta HeobXiaHOi TOYHOCTI
NporHo3yBaHHs. [laHa poboTa NOSICHIOE NPUHLMNIM MaTeEMaTUYHOT 06pobKN pe3ynbTaTiB MOHITOPUHIY, cKnag,
Ta B3aeMOZit0 MK nporpaMHUMU MoAyrnsiMU pearnisaLlii 3anponoHOBaHOro MeToay.

KnroyoBi cnoBa: npeBeHTUBHE TEXHIYHE 0OCMNYroByBaHHS, JOBrOCTPOKOBUIN MOHITOPUHT, MapLLpyTK
MepeXi, HEroTOBHICTb.

AHHOTauusa. B cratbe npeacTaBneH noaxod K OONrOCPOYHOMY MOHUTOPWHTY HErOTOBHOCTU
MapLLPYTOB NMHGOKOMMYHUKALMOHHBLIX CETEW, Mcnonb3ylowmx ctek npotokorioB TCP/IP. NpeanoxeHHbIN
NoAaxoZ No3BOMsieT BbIABUTbL HEOOXOAUMOCTb PEKOHCTPYKLMM UMM PEKOHMUIYPALMN MapLLPYTOB A0 TOro Kak
CYLLLECTBEHHO CHM3NTCA QOS, 4YTO MOXeT ObiTb YacTblo CTpaTerMm MPEBEHTUBHOIO TEXHUYECKOro
obcnyxuBanns. MeTogbl CTaTUCTUYECKOTO MPOrHO3NPOBaHKS, @ UMEHHO: MONIMHOMMAarbHas 3KCTpanonsyms
W MHTErpupoBaHHas MOJenb aBTOPErpeccun U CKONb3ALWEero cpefHero, KoTopble MOMoXeHbl B OCHOBY
NpeasioKeHHOro noaxoAa, MO3BOMSAT MOMYyYUMTb pesynbTaTbl MPOrHO3UPOBAHUSA C 3apaHee WM3BECTHOW
BEpPOATHOCTbIO.  [NpednoXeHHbl  MeTon — OOMOMHUTENbHO  MNO3BOMSET  aBTOMAaTUYECKM  BbIMOSMHUTL
pacrno3HaBaHWE CETEBOW MHMPACTPYKTypbl M MaplpyToB. [aHHas paboTa oObscHAET B3aMMopencrteue
Mexay nporpaMMHbIMM  MOOYNAMW  peanu3auun npeanoxeHHoro metoga. Bmecte ¢ Tem, wmeTtoq,
nokasaHHbll B [daHHOW paboTe, pekoMeHOyeTCA K MPUMEHEHVMIO B MPOBOOHbIX CETAX [OCTyna Wuiu
arperaumv/pacnpefeneHust, rae, kak NpaBuno, pe3epBHbIe MapLUPYThl UM BOBCE HEAOCTYMHbI UM UX YNCIIO
CUIMbHO OrpaHMYeHOo U NoaTomMy Oornee uenecoobpasHo n3bexaTb aBapuIHOW CUTYyaLuKn, YeM pearmpoBaTb
Ha Hee nocne Toro, Kak oHa Npou3onaerT.

KniouyeBble crnoBa: NpPeBEHTMBHOE TEXHMYECKOE OOCMY>XWBaAHWE, OOJITOCPOYHLIA MOHUTOPWHK,
MapLIpyTbl CETU, HErOTOBHOCTb.

Modern information and communication networks are quality of service (QoS) enabled and
capable of providing a wide range of services. However, the process of providing many services
with certain QoS requirements faces many challenges. For example, inconsistent routing may
significantly affect all the aspects of service performance and, finally, decrease the degree of
satisfaction of a user of the service.

Under normal operation conditions, routers of an information and communication network
are likely to experience "inconsistent routing tables and routing loops" [1] during a convergence
caused by a topology change due to link or node malfunction and/or unavailability. Despite that
convergence is a "natural" part of a routing protocol operation, it is clear that inconsistency of
routing tables and routing loops contradict the definition of availability performance given in [2].
As stated in [3], convergence time varies depending on network load, and, also, between 45% and
70% of faults in networks are caused by aging telecommunication equipment. These facts illustrate
the task of long-term analysis and prediction of network routes availability/unavailability with the
consideration of how convergence time changes during network operation.

The purpose of this work is to propose a method of long-term analysis and prediction of
network routes unavailability aimed at identifying the necessity of network's reconstruction. The
main idea of the method is to inform the network administrator about the necessity of a network's
reconstruction in advance, before QoS significantly suffers due to insufficient network availability.

Recent works on the topic show its relevance. The authors of [4] provide a powerful tool to
estimate the relationship between quality of experience (QoE) (for audio/video) and routes
availability through simulation of connections and disconnections in a mobile ad hoc network
(MANET). Unlike [4], our approach is suitable for wired networks of access and
aggregation/distribution. While the work [4] allows the estimation of current QoE for audio/video
traffic, the method proposed in this work is aimed at identifying long-term trends in routes
availability regardless of the type of transported traffic.

The work [5] proposes a mathematical model to estimate the probability of route availability
between two arbitrary nodes of MANET at the stage of network planning. While [5] can be
considered as a guide to plan a reliable MANET, the approach proposed in this paper focuses on
identifying the reconstruction necessity of wired access and aggregation/distribution network during
long-term operation.
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Unlike the work [6], our method focuses on tracking dynamics of exact network routes’
unavailability in time. The purpose of such an approach is to inform the network
administrator/owner about the necessity the reconstruction or reconfiguration of the exact routes.
This is significant because the low availability of some routes may contribute to major QoS issues
while overall network performance can still be satisfactory.

In contrast to approach given in [7], the proposed method is focused on finding long-term
trends in availability dynamics of exact routes, but not in the states of definite networking devices.

The works [8, 9] introduce approaches of availability-aware network design and analysis
while the proposed method is designed to enhance functionality of routes availability monitoring on
existing information and communication networks.

The approach [10] considers solution to the problem of failures identifications during the
operation of local computer networks. The approach is based on the Holt-Winters method for the
short-term prediction. Unlike [10], the method given in this paper is more specific (it is applied to
routes availability only) and has a long-term orientation.

The work [11] aims to review traffic forecasting methods for wireless mesh networks. The
only approach that hypothetically can be adopted for our task is the wavelet-based neural network.
However, it is not a good option because prediction accuracy, in this case, depends on the examples
used during neural network learning process. Another drawback is that a system based on neural
networks requires a prior learning process while telecommunication companies usually expect
solutions to be capable of full functionality straight "out of the box".

The stated above task can be solved by adopting the method described in [12]. Precisely,
only one in three prediction-time horizons, among the mentioned in [12], will be used — the long-
term horizon.

The method [12], as well as its long-term part adaptation represented in this paper, can be
applied to large-scale transport networks. However, it is more sensible to apply the long-term routes
unavailability prediction method (LTRUPM) to the networks of access and aggregation/distribution
because, unlike transport networks, they do not have many backup routes. This means the
unavailability of a route may contribute to major QoS problems.

Since the parameter that is a subject to predictive monitoring is route unavailability, it makes
sense to clarify the definition of this term. The problem is that the ITU terminology database does
not contain the definition of route availability or unavailability in context of a wired network. Thus,
for the LTRUPM we can adopt the route unavailability definition provided in [13] i.e.
"unavailability of all possible routes between the two nodes". It worth noting that "a node" in the
case of LTRUPM refers to a router or an L3 switch. Route unavailability is further expressed
through route unavailability coefficient (RUC) that is obtained as route unavailability time divided
by an observation period.

Long-term term predictive monitoring [12] considers two significant parameters. They are a
prediction horizon and a threshold value corresponding to the reconstruction necessity. Both
parameters are supposed to be defined by a network administrator or engineering staff of the exact
network with the help of an expert method depending on current network policies and priorities.

Formulating the LTRUPM in the form of steps sequence, we have

Step 1. Perform network topology discovery and identify all the network routes using the
routing protocol.

Step 2. Use SNMP agent of the equipment to keep track of unavailability or load of the
equipment and hence the routes.

Step 3. Form series of RUC values for each route.

Step 4. Test a hypothesis of having a trend in the series. It should be mentioned that the
series must be formed according to the principle of "sliding window"[12].

Step 5. If the hypothesis is fair then a trend must be formalized and extrapolated in order to
compare a predicted value of RUC with the threshold corresponding to reconstruction necessity.
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Otherwise, the comparison with the threshold should be done in order to make sure that QoS has no
risk of suffering due to low availability value.

Step 6. If the predicted value of RUC is greater than the threshold, an LTRUPM
implementation forms a message in order to warn a network administrator or engineering staff
about reconstruction necessity at some route.

The above steps three to five require mathematical processing of the data obtained from
monitoring tools. More is shown in the detail of the mathematical model of the data processing.

At the step 3, the series {F( J)} (where j number of a sample in the series) of RUC values is

formed according to principle given in [14], i.e. the size nmin of series is defined by prediction
horizon Lp and the extent of an extrapolation polynomial A. It is worth noting that for LTRUPM we
consider 1<A <6 in order to avoid ill-conditioning of matrices while using the Least Square
Method.

To test a hypothesis of having a trend in the series { F( ])} a Foster-Stewart method is used,

which allows the identification of the trend in average value and in variance [14]. The Foster-
Stewart method [14] considers that every j-th value is matched to

g = JLIEFQ)>FExp=1j-1;
' 10, otherwise. (1)

| = Lif FG)<F();p=1j-1
' 10, otherwise.

Then the following sums are calculated:

@)

|||||

j=1
According to [14], the trend-assuming hypothesis is accepted if the following expression is
fair:
d S, —
e ¢ vﬂmﬂ; (3)

oF
GF2 GFI

where ur denotes the expectation that Sr; G, is a mean square error of Sp; G, is a mean square

error of dr; and t_j; is a Student's coefficient.

The task of identifying the extent of a polynomial for extrapolation can be accomplished
with the method of sequential subtraction. In accordance with [14], the method of sequential
subtraction can be formalized as follows:

g =F()—-F(G-1)

()

& =& 8w (4)

(k) _ Sk-1) (k=1)
g =& ~—8, -

1 0, —k

()

Starting from k=2A+1 the value of 52 (k)= n, — K i stays approximately the
CZk
same, which allows finding the value of A.
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The next step is to estimate coefficients a, (X = 0,_7») of the extrapolation polynomial. This

task can be fulfilled with the help of the Least Square Method through solving the following

system.
ZF(j):aO-nmin+a1-Zj+a2-2j2+---+ak-2jk;
ZF(j)'j:ao'Zj+a1'Zj2+az'2j3"'+ax'2jk+l; (5)

Z‘,F(J)J}L =4, ZJ}L ta, 'ZjM] ta, 'ijﬁ”"{'ax 'ij%-

After solving (5), it is possible to formalize the route unavailability trend in the form of
Tr(j):ao+al-j+a2-j2+---+ak g (6)

However, the expression (6) cannot be used for extrapolation because it does not consider
the a (Xzoj_x) estimation error. The results of the route unavailability forecast must be

represented as follows:
F(j)=Tr(j) +e(j). (7)
where e( J) is a random item having the constant dispersion and equal to zero expectation. This

item can be represented as a mean square deviation:

Dpip

Z(F(J) —Fip (j))2

o , ®)

where f denotes degree of freedom selected as specified in [18].
Considering the expressions (6) — (8), the predicted RUC value can be written in the
following manner:

For (J+Lp)=Trp (j+Ly)£t, -sp- Ky, 9)
where  Tr,, ( j+ LD) denotes an extrapolated trend value; t  is the Student's criteria;
K, = f(LD, nmin) is calculated according to [14].

If the trend-assuming hypothesis cannot be confirmed with the Foster-Stewart method, it
makes sense to apply that of Box and Jenkins [15] in order to obtain a predicted value of route
unavailability in the form of

Fo (j+Lp)=a,F(j—1+L,)+a,F(j—2+L,)+...+a F(j—p+L,)+e(j)-

(10)
—ble(j—1+LD)—bze(j—2+LD)—...—bqe(j—q+LD),

where a_ (q:ﬁ), bB (B:l,_q) are the parameters of the autoregressive integrated moving

average (ARIMA) model while the p and g denote the order of auto regression and moving average,
correspondingly.
The figure 1 illustrates the idea of prediction where the series uses a "sliding window"
approach. Here the Tr denotes the observation period used (as the denominator) to determine RUC.
At the step 6, the predicted value of RUC E,, ( j+ LD) is compared to the Fp RUC threshold

value. If the following relation is violated, then a warning message is generated in order to inform
the network administrator about the route reconstruction/reconfiguration necessity that should be
accomplished before trec.

FPR(j+LD)<FP_ (11)
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Figure 1 — The "sliding window" approach to series forming

It is worth mentioning that the "oldest" sample is removed from the series when a new one is
generated.

Software modules of the LTRUPM. Interaction between software modules of LTRUPM
implementation is shown in the figure 2.

A user interface module is intended for input and output functions while interacting with the
network administrator. It requires the RUC threshold unavailability values Fpi, Fp2..Fpm of the
corresponding routes as input data. The user interface module initiates operation of a network
discovery and routes unavailability monitoring module. This module discovers network
infrastructure and provides routes statistics (RS) to be displayed by the user interface module.

User interface module
4 A
Init RS Init| |mit Init Fp1|Fpa o Fpm | WM
v A4 v A 4
{Fu() } N Route m unavailability series
extrapolation module
4
Fa( - ) Fopen (i + L)
Network {F20) 3 > Route 2 unavailability series e >
discovery and extrapolation module .
routes Y Comparison
unavailability Route 1 unavailability series module
monitoring . extrapolation module
module Fi0) 3, | Fo (D +Lp)
Fi(1)|Fi2) [F13) | .. | Fi(tigm) g
Fory (D0 +Lp) R

Figure 2 — Software modules of the LTRUPM

After network infrastructure discovery, the user interface module initiates as many processes
of RUC series extrapolation after the routes have been discovered. Every such process receives
values of the corresponding route RUC and forms a series for extrapolation. The results of
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extrapolation are further provided to a comparison module. The comparison module compares RUC
extrapolation results with the corresponding threshold values obtained from the user interface
module. If any predicted value exceeds its threshold, this module generates a warning message
(WM) for the user interface module. After receiving such a message, the network administrator has
enough time to reconstruct/reconfigure the route before QoS suffers dramatically.

This work represents a method of long-term analysis and prediction of network routes
unavailability (expressed through RUC) aimed at identifying the necessity of a network's
reconstruction. The prediction is based on polynomial extrapolation and ARIMA model, which
allows obtaining the prediction results with preset probabilities and there is no need for supervised
learning or any other kinds of adaptation to an information communication network.

The proposed LTRUPM allows a network administrator to recognize long-term routes
availability degradations caused by traffic growth and/or equipment aging before these factors
significantly affect QoS. The main feature of the proposed LTRUPM, compared to the examined
solutions, is that it allows a network administrator to take preventive measures before QoS
dramatically suffers. Thus, the LTRUPM is a tool for preventive network maintenance.

The LTRUPM represented by this work is recommended to be used in the wired networks of
access and aggregation/distribution where usually a few backup routes are available and, thus, it is
more sensible to avoid a problem than to react on it after it occurs.
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