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Abstract. For the performance evaluation of communication and computing rectangular grids of
arbitrary size with a node that implements the cut-through packet switching technology, a model is
constructed in the form of a reenterable colored Petri net. The grid model consists of three main parts: a grid
structure model, a switching node model, and a terminal device model that generates a user’s traffic. The
listed models are presented in a single copy, in accordance with the rules of reenterable models
construction, the main parameters of the models are the grid topology, traffic intensity and packet processing
time. The advantages of a reenterable model for the properties investigation and the design of complex
systems are shown. Models of guns were added for the investigation of ill-intentioned traffic influence. The
results of the grid performance estimation and the average packet delivery time for nodes with different
packet switching technology under working load conditions are presented. The behavior of the
communication grid model under workload conditions and ill-intentioned traffic is investigated. The quality of
service parameters were estimated and the efficiency of real-size communication and computing grids was
investigated for different types and intensities of ill-intentioned traffic. It is shown that the Focus configuration
leads the grid, with the node that implements the technology of cut-through packet switching, to a complete
deadlock under workload conditions. The other configurations lead the grid to a complete deadlock only
under peak load conditions, while in the workload environment the Side shot and Crossfire configurations
reduce the average packet delivery time.

Key words: communication grid, performance evaluation, reenterable colored Petri net, cut-through
switching, traffic attack.

AHHOTauusa. [Ona OUEHKU NPOU3BOAUTENBHOCTY KOMMYHUKALIMOHHBIX U BbIMUCIUTENbHBIX
NPSIMOYTONbHbIX PELLIEeTOK MNPOU3BONbHOTO pasmMepa C Y3NoM, pearnuaylollemM TeXHONOMMI CKBO3HOM
KOMMYTaLMN NakeToB, MOCTpoeHa Moaernb B dhopMe peeHTepabernbHol packpalleHHoi cetv MNeTpu. Mogenb
peLLEeTKM COCTOUT M3 TPeX OCHOBHbIX YacTei: MOAEenu CTPYKTYpbl pelueTk, MOAENU yarna KOMMyTauuu u
MOZEenu TepMUHANbHOrO YCTPOMCTBA, reHepupylollero nonb3oBaTenbCckuin Tpaduk. [lepeyncrnieHHble
MoAenu npeacTaBneHbl B €AMHWYHOM 3K3eMMnspe, B COOTBETCTBUM C MpaBunamMy  MOCTPOEHUS
peeHTepabenbHbIX MoAenei, rMaBHbIMM NapamMeTpamMyM Mopdenei SBMSATCA  TOMOMOMMSA  PeLleTKy,
WHTEHCUBHOCTb Tpadomka U Bpemsi o6paboTku nakeToB. [lokasaHbl MNpevMylllecTBa peeHTepabenbHon
MOZEenu npu MUCcCneaoBaHWM CBOMCTB M MPOEKTUPOBAHUM CIOXHbIX cucTeM. [na uccrneaoBaHus BRUSHAS
3rioHaMepeHHoro Tpaduka gobaBneHbl Mogenu  «nylwek». [lpuBedeHbl  pe3ynbTaTbl  OLIEHKU
NpoM3BOAMTENBHOCTU pELUeTKM W CpedHero BpeMeHW [OCTaBKM MNakeTa AN Y3noB C  PasnvyHoN
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TEXHOMOIMEN KOMMYyTauuMM MakeToB B YCroBusx pabodeit Harpysku. MccnemoBaHo noBefeHne mogenm
KOMMYHWKaUMOHHOW PELLIETKA B YCrOBUsX paboyen Harpyskum u 3rioHamepeHHoro Tpadwuka. [NpoeeneHa
OLEeHKa MnapameTpoB KadyecTBa obCnyxuBaHuMs M uccriegoBaHa 3dEKTUBHOCTb KOMMYHUKALMOHHBLIX U
BblYMCIIUTENBHBIX PELLUETOK peanbHOro pasMepa npu  pasHbiX KOHUrypauusx M MHTEHCUBHOCTHAX
3rioHaMmepeHHoro Tpaduka. [lokasaHo, 4TO KOH(purypaumss Pokyc npuBOOUT peLLeTKy C  Y3Mnowm,
peanuaylLmMM TEXHOMOMMI CKBO3HOW KOMMYTauuW MakKeToB, K MOSIHOMY TYMWKY B YCNOBMSAX pabodven
Harpy3ku. OcTtanbHble KOHMUIypauumn npuBogAT peLleTky K MormHOMY TYMnMKY TOMbKO B YCMOBUSIX MUKOBOW
Harpysku, npu 3Tom B ycrnoBusx pabodeint Harpysku kKoHdurypauum Side shot n Crossfire ymeHbliatoT
cpefHee BpeMs [OCTaBKU NakeTa.

KnioueBble cnoaa: KOMMYHMKaLNOHHas pelueTka, OLeHKa Npon3BOAMUTENBHOCTY,
peeHTepabenbHas packpalleHHas ceTb eTpu, CKBO3Has KOMMYyTaLMs, 3NOHAaMEPEHHbIN TpaduK.

AHoTauis. [ns ouiHKM NpoayKTUBHOCTI KOMYHIKaUiMHUX N 0BYMCrOBanbHUX NPSAMOKYTHUX IpaTok
OOBINBHOrO po3Mipy 3 BY3/noM, L0 peartizye TEXHOSOr0 HaCcKpi3HOi KoMyTaLlii nakeTiB, nobygoBaHa Mogernb
y copmi peeHTepabenbHoi po3dapboBaHoi ciTkm lMeTpi. Mogenb rpaTkm CKMagaeTbCsl 3 TPbOX OCHOBHMX
YacTWH: MoAeri CTPYKTypu rpaTtku, mMopeni By3na kKomyTauii Ta moaeni TepMiHanbHOro nNpucTpolo, Lo
reHepye Tpadpik kopuctyBada. [MobymoBaHi Mogeni HagaHi B OOMHWYHOMY €K3eMMnsipi, BiANOBIQHO OO
npaeun nobyaoBu peeHTepabenbHUX MoJenen, rofioBHMMM MapamMeTpamn Mogenen € TOMomnoria rpaTku,
iHTEHCMBHICTb Tpadiika Ta 4yac 00pobku nakeTiB. lMokaszaHO nepeBarn peeHTepabenbHOi Mogeni npu
OOCNIMKEHHI BNacTUBOCTEN | NPOEKTYBaHHI CKNagHux cucTteM. [Ons AOCRiaKeHHs BNAMBY 3rNOBMUCHOMO
Tpadbika godaHi mogeni «rapmaT». HagaHo pe3ynbTati OLiHKM NPOAYKTUBHOCTI I'paTku Ta cepeaHboro vYacy
OOCTaBKM MakeTa ONs By3riB 3 Pi3HOK TEXHOOrE KOMYyTaLii NakeTiB B yMOBax pob0O4Yoro HaBaHTaXeEHHS.
HocnigxeHo noseAdiHky Mogeni KOMyHIKauiHOi rpaTku B ymMoBax pobO4Oro HaBaHTaXXEHHHA i 3OBMWUCHOMO
Tpacbika. [MpoBegeHO oOuiHKy napaMeTpiB  AKOCTi  0BCnyroByBaHHA i AOCHIOKEHO edeKTUBHICTb
KOMYHIKaLinHNUX Ta ob4YMCroBanbHUX I'paToK pearibHOro po3Mmipy 3a pisHUX KOHQirypauin Ta iHTEHCUBHOCTI
3noBMUCHOro Tpadika. lNokasaHo, Wo KoHoirypauia dokyc npuBoauTb rpaTku 3 BY3MOM, SKiA pearnisye
TEXHOIOri0 HaCKPi3HOI KOMyTaljii nakeTiB 4O MOBHOMO TynuMka B yMOBax pPoOOYOro HaBaHTaXeHHS. [HLi
KOH@irypauii npnBogaTb rpaTkm 40 NOBHOrO TyMnMKa TiflbKM B yMOBax MiKOBOIO HaBaHTaXEHHS, Mpu LbOMY B
ymoBax pobo4yoro HaBaHTaeHHs1 KoHdpirypauii Side shot Ta Crossfire ameHLWyOTb cepeaHin Yac JOoCTaBKu
nakeTta.

KnroyoBi cnoBa: koMyHikauiiHa rpatka, OuiHKa NPOAYKTUBHOCTI, peeHTepabenbHa po3dapboBaHa
ciTka lNeTpi, Hackpi3Ha koMyTaLlid, 3NOBMUCHUIA TpadiK.

Simulation modeling is a powerful method for the investigation of telecommunication
systems, cloud technologies, communication and computing grids [1, 2]. For these complex systems
and modern technologies, the choice of the type of a communication device and data transmission
technology [3] is an open question. Investigation of the properties of these systems requires new
simulation and optimization methods [4]. The model construction for these complex systems
assumes various combinations of a large number of communication devices [3] and types of system
topology [1].

A colored Petri net (CPN) [5] is a universal algorithmic system and a convenient tool [9] for
modeling of networks and communication grid [6, 7]. The grid model construction via direct
mapping of topological schemes is studied in [6]. Basic principles of reenterable models
construction of telecommunication networks and computing grids via colored Petri nets [5] are
presented in [7]. The modeling of grids with cut-through nodes and estimation of the workload
influence on the grid functioning is studied in [8].

The aim of this paper is the performance evaluation of communication and computing
grids with a node that implements the cut-through packet switching technology. The model of grids
with an arbitrary size is constructed in the form of a reenterable [8] colored Petri net [5] in the
environment of CPN Tools modeling system [9].

Optimization of models construction by reenterable colored Petri nets. Currently,
modern telecommunications networks are very complex, and communication grids are an internal
part of them. A performance evaluation and investigation of the network properties require the
construction of complex models. From the above, it follows the need to integrate the use of
simulation and optimization approaches, to merge the advantages of simulation and optimization
methods [4]. The first step done in this paper is to study the problem of increasing the efficiency of
simulation by using optimization methods and developing a methodology for determining the scope
of their application in the process of constructing and operating simulation models.
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The reenterable model of n x m computing grid consists of a constant number of vertices for
a grid of an arbitrary size. The reenterable models of MPLS, PBB, IP networks also consist of a
constant number of vertices and do not depend on the terminal and communication devices
quantity. The models which were constructed by direct mapping consist of the greater number of
vertices than the reenterable model. For example, the number of vertices in the computing grid
reenterable model is 181 while there are 3656 vertices in the 8 x 8 computing grid model. In this
case, a first criterion of optimization is the number of vertices which are used for modeling of the
investigated system.

According to the first criterion of optimization, the size of file, which contains a reenterable
model, is less than the size of file containing a model which was constructed by direct mapping.
The loading of this file by the modeling system and the model checking require less time than for a
file with a model constructed by the traditional method. For example, the size of a file which
contains the reenterable model of n x n computing grid is 0,7 Mb and the loading time is 1 min.
The size of the file is 4,5 Mb and the file loading time is 15 min for a file which contains the model
of 8 x 8 computing grid. Thus, a second criterion of optimization is the size of the file which
contains a model.

The third aspect of the modeling process optimization by reenterable models is the
following: a disadvantage of the traditional method of constructing models is the necessity to
reconfigure the model for each new topological scheme of a grid or network. This work requires
time and computing resources. Reconfiguring of the computing grids and networks models by the
reenterable modeling is a very simple procedure; a designer changes only a topology marking in
corresponding places, declarations of variables and function.

Reenterable model of computing grids with cut-through switching nodes. In this paper
we propose to use the reenterable grid model [7] with the store-and-forward switching nodes as a
basis for the construction of reenterable rectangular communication grid model [8] with
communication devices which implement the cut-through packet switching [3]. Fig. 1 shows the
reenterable model of n x m computing grid structure for n =m = 8.
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Figure 1 — Reenterable model of computing grid structure
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In this case the model of a grid structure is the same for both types of communication
devices, and for the efficiency estimation of computing grid model under traffic attacks, we add the
model of a packet gun to the grid borders.

The model of computing grid was constructed and tested in the environment of CPN Tools
modeling system [9]. According to basic principles of model construction of telecommunication
networks and computing grids via reenterable colored Petri nets [7], the model of a grid structure
contains a single submodel which represents all devices of a definite type for any their number. For
example, the Node transition is a reenterable model of all cut-through switching nodes; the Bottom
TG, Up TG, Left TG,and Right TG transitions are reenterable models of all user’s terminal devices.
The gb, gu, gl, and gr transitions are models of packet guns. A marking of the places describes the
grid topology, and the places describe all ports of the communication nodes.

Models of the terminal nodes. In the grid model, there are two types of terminal nodes:
nodes which generate users’ traffic and packet guns which generate ill-intentioned traffic. The first
one is used for performance and QoS parameters evaluation of grids under the conditions with a
different intensity of workload. The second one defines security of a grid to attacks influence. Fig. 2
shows the models of terminal nodes; Fig. 2,a — reenterable model of user’s traffic generators;
Fig. 2,b — model of packet gun. These models are the same for both types of communication grids
and switching devices [7].
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Figure 2 — Models of terminal devices:
a) user’s traffic generators; b) packet gun

The reenterable model of user’s terminal nodes consists of three parts: the first part is the
packets generating according to a random distribution function of workload intensity; the second
part is the receiving of incoming packets; the third part is the measuring fragment which processes
the users’ and guns’ packets and calculates QoS parameters.

The main aim of the packet gun model is to generate ill-intentioned traffic with special
source and destination addresses which simulates one type of traffic attack according to its
configuration. We investigate four types of traffic attacks which are generated with different
random distribution functions and their intensity.

Reenterable model of communication nodes with the cut-through switching mode.
Reenterable model of communication node with the cut-through switching mode [8] is shown in
Fig. 3. This model describes all communication nodes of a rectangular grid with an arbitrary size
and consists of 4-ports which implement the full-duplex transmission mode. Each port is described
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by four places and three transitions; the output channel of a port is modeled by the two places p*o
and p*ol, where symbol “*” is the port number. The place p*o contains packets or an empty
symbol, the place p*ol represents the output port capacity limit and contains nodes’ indexes with
timestamp or an empty symbol.

The input channel of a port is modeled by the two places p*i, p*il and three transitions,
where “*” is a port number. For example, place pli is the first port and place plil is the first port
capacity limit. In the initial marking, all places p*i and p*o are empty, markings of all p*il and p*ol
places contain nodes indexes with zero timestamp. The expression (1) demonstrates the marking of
the first input port place p1i after 1000 000 Steps modeling.

1 {tg=(1,1),da=(0,1),5a=(8,0),co="1->u"ts=3747} @3763+++

1 {tg=(1,7),da=(0,7),8a=(7,0),co="1->u"ts=3737} @3 763++-+

1" {tg=(3,7),da=(0,7),5a=(9,3),co="b->u",ts=3743 } @3763+++ (1)
1 {tg=(6,8),da=(3,9),5a=(6,9),co="r->1" ts=3761 } @3763++-+

1 {tg=(7,1),da=(4,0),sa=(9,1),co="b->1",ts=3759} @3 763

There are five packets in this input port place, and according to field #g the five input ports
of nodes with indexes (1,1), (1,7), (3,7), (6,8) and (7,1) are busy, the other 59 ports are empty. The
expression (2) lists the marking of the limit place p1li/ of the first input port. There are no elements
with indexes (1,1), (1,7), (3,7), (6,8) and (7,1) in this marking because there are five packets in the
first input port of nodes with the same indexes. The marking of ports limits the place pli/ contains
64 — 5 =59 elements with indexes of nodes which the first input port is empty.
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The name of a transition has the following form: ¢ IndexInputPort i IndexOutputPort. For
example, transition ¢/i3 redirects a packet from the first input port — place pli to the third output
port — place p30.Two indexes are added for describing the possible direction of transmission (upper,
bottom, right, and left) from the input to the output port of a communication node. Auxiliary and
basic tol(p)—to4(p) redirection predicates [6] are used for implementation of the packet switching
algorithm. Also, we add to each transition a timestamp »7(), which describes the delay time of the
packet receiving, and use it for the performance evaluation of the grid.

The rectangular communication grid composition rules, that determine the node’s channels
connection of opposite types, the numbering of ports contact places which locate on the sides of the
node, the functions for sending and receiving packets, correspond to [7].

The rectangular grid model with dimension n x m is optimized by replacing all models of
switching nodes of the grid, by one model which contains in the corresponding places a marking
which is equal to the grid dimension. In our case, the grid dimension is n-m, and for example, in an
8 x 8 grid there are 64 switching node models. They are replaced by a single node model in which
the topology is wrapped using tag switching.
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Figure 3 — Reenterable model of communication node

Efficiency estimation of rectangular computing grid model. The model of a computing
grid was debugged under workload with various traffic types which the user’s terminal devices
generate. The estimation of the grid efficiency and QoS parameters has been done for an 8 % 8
rectangular grid under the workload and peak load conditions. The grid performance and average
packet delivery time were studied for different intensity of Poisson distribution for two types of
switching nodes.

Fig. 4 shows the results comparisons of the grid efficiency evaluation under regular
workload for store-and-forward (SAF) and cut-through (C-T) nodes. The performance of the
communication device is equal to the time parameter 7' = 5 for SAF node and »7 = 2 for C-T node.

The symbol “*” — a communication grid comes to a full deadlock, there are no permitted
transitions; MTU is a Model Time Unit.
5.00 250 236
3.86
4.00 344
3.09
3.00 ———
SAF m SAF
2.00 —154—
1.03 m CT mCT
1.00 + r r
0-00 T T T T
30.0 20.0 10.0 9.0* 8.0* 30.0 20.0 10.0 9.0* 8.0*
a) b)
Figure 4 — Comparing parameters of grid efficiency:
a) grid performance (packets/MTU); b) average packet delivery time (MTU)
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The grids performances are equal in regular workload conditions, but a grid with SAF
technology is more stable in peak load conditions. The average packet delivery time of a grid with
C-T technology is better than one with SAF switching nodes.

The comparisons of the grid efficiency evaluation for the direct and reenterable models, for
SAF switching nodes [6] and cut-through switching nodes of a grid structure with size n x n were
studied in [8] for different intensity of the Uniform distribution.

For the efficiency estimation of rectangular computing grid model under traffic attacks, we
studied the following configurations of guns and targets: a traffic Duel (4,0) < (4,9) between two
nodes; the Focus (4,0) — (9,4), (4,9) — (9,4) consisting of three nodes; the Crossfire consisting of
four nodes (4,0) — (9,8), (4,9) — (9,1); and two nodes in the Side shot (4,0) — (8,9). We estimate
the 8 x 8 computing grid model; the intensity of the users traffic is w/ = 30,0 and intensity of traffic
gun is g/ = 4,0. Fig. 5 shows the results of the computing experiments of the grid efficiency
evaluation under different types of traffic attacks.

The communication grid with SAF nodes comes to a full deadlock if the workload intensity
is wl = 30,0 and the type of gun attack is a traffic duel [6], the grid with C-T nodes processes in
regular mode. Also, we study the influence of traffic, which is generated by guns, on the model
behavior. The grid performance is increasing for the four types of traffic attack, and it is a regular
situation.

35.00 32.00 1.80 152
. 147 1.51

30.00 1.60

1.40 127
25.00 1.20 - .
20.00 15.00 16.00 1.00 -

12.80 . -

15.00 - 10.90 828
10.00 - et

0.40 -
5.00 - 0.20 -
OOO n T T T T OOO n T T T T

workload duel focus crossfire side shot workload  duel focus  crossfire side shot
a) b)

Figure 5 — Comparing parameters of grid efficiency:
a) average packet delivery time (MTU); b) grid performance (packets/MTU)

For the average packet delivery time we obtained interesting results. Fig. 5 shows that the
Duel attack is more malicious and disguised, because the average packet delivery times are equal
for the workload and Duel attack. The Focus attack increases the average packet delivery time
twice, and the communication grid with C-T nodes comes to a full deadlock. The Side shot and the
Crossfire attacks decrease the average packet delivery time.

Reenterable models in the colored Petri nets form optimize the investigation of the model
behavior under a workload and traffic attacks. The performance evaluation of communication grids
with an arbitrary size and different types of switching nodes is implemented in a feasible time now.
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