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Abstract. In the article the method for increasing the security of confidential information transmission
based on multiplexing of timer signal structures is addressed. The feasibility of this study is justified by the
need to ensure the security of information transfer in the conditions of electronic conflict. The use of OFDM
technology for this task increases the noise immunity of communication systems in complex signal
propagation conditions. The examples are the IEEE 802.11a and HiperLAN / 2 radio channels, as well as
communication systems in which a wired channel is implemented based on ADSL. No less important task is
to protect the transmitted information from unauthorized access. The majority of methods of protecting
information from unauthorized access are concentrated on the upper layers of the OSI model, which is in
accordance with the recommendations of X.800. Progress in improving methods and means of electronic
reconnaissance and unauthorized access increases the risk of compromising certain information security
mechanisms. Therefore, comprehensive approach to protecting information from unauthorized access is
justified, in which not only the upper but the lower layers of the OSI model should be involved. It is proposed
to use information signals of complex information that are formed by multiplexing the pulses of timer signal
constructions in order to increase the transmission security at the lower levels of the OSI model. The
advantage of timer signal constructions is the possibility of increasing the information transfer rate in binary
channels. Also, based on timer coding, noise immunity coding and various algorithms for enhancing the
structural secrecy of signal construction are implemented. The correcting ability and structural construction of
the timer signals depends on the parameters of their constructions. The multiplexing method based on
OFDM is designed for position signals, therefore it cannot be applied to non-position timer signal
constructions. A new method for multiplexing and demultiplexing timer signal constructions is proposed.
Obviously, increasing the security of OFDM technology is no less important, so the relevance of this
research is beyond doubt. The aim of the work is to increase the security of the transmission channel on
the basis of multiplexing of non-position timer signals.

Key words: security, multiplexing, timer signal constructions, secrecy, noise immunity, unauthorized
access, channel.

AHoTauis. [JouinbHicTb gaHoro gocnigkeHHs obrpyHToBaHa HeobxigHicTio 3abe3nedeHHs Ge3neku
nepefaBaHHsA iHGOpMaLil B yMOBaxX pagioenekTpoHHOro KOHQMIKTY. BukopucTaHHs AN LbOro 3aBOaHHA
TexHornorii OFDM nigBuLLye CTINKICTb CUCTEM 3B'A3KY Y CKMagHWX yMOBax MOLUMPEHHS curHany. He meHL
BaXNUBMM 3aBOaHHAM € 3axuUCT nepefaBaHoi iHOpMaLii Big HecaHKuioHoBaHOro Aoctyny. binblicTb
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MeTOAiB 3axucTy iHpopMauii Bi HECaHKLIOHOBAHOrO OOCTYNY 30CepeikeHi Ha BepxHix piBHAX mogeni OSl,
wo Bignoeigae pekomeHgaudism X.800. [Mporpec B obnacTi ygockoHamnBaHHA MeETOAIB | 3acobiB
pafioTeXHIYHOI PO3BIOKM Ta HECaHKLiOHOBaHOro Q[ocTyny 36inbluye pusnMK KOMMpoMeTauii okpemmux
MeXaHi3MmiB iHdpopMaLiiHoi 6e3nekn. ToMy OBr'pyHTOBaHUM € KOMMEKCHUIA NiaXid WwWoao 3axmcty iHpopmadi
BiJ HECaAHKLIIOHOBaAHOro JOCTYNY, 3a SIKOr0 MOBWHHI OyTW 3afisiHi HE TiNbKW BEPXHi, ane i HWXHI piBHI Moaeni
OSI. TlponoHyeTbCcst AnA NiOBUALLEHHS 3axWULEHOCTi nepefaBaHHs Ha HWXKHIX piBHAX Mogeni OSI
BMKOPUCTOBYBATWN CUrHaNM-NepeHOCHNKU iHpopmaLii 3i CKNagHoK CTPYKTYPOID, SKi (hOPMYIOTLCA LUMSAXOM
MYMbTUMMEKCYBaHHS iMMYMbCIB TaMEPHUX CUTHaNbHUX KOHCTPYKLUiA. Y pobOoTi 3anponoHOBaHO HOBUI MeToA
MYNbTUNIEKCYBAHHA | OeMYNbTUNMEKCYBAHHA HEMO3ULIAHUX TalMEepHUX CUrHanbHUX  KOHCTPYKLIN.
OyeBMOHO, WO MiaBMLWEHHSA 3axuweHocTi TexHonorii OFDM € He MeHW BaXnMBMM 3aBOaHHAM, TOMY
aKkTyanbHiCTb OaHOro AOChIMAXEHHS He BUKNuKae cyMHiBiB. MeTow cTaTTi € MiABULLEHHA 3aXULLEHOCTI
KaHany nepefaBaHHSA Ha OCHOBI MyMbTUMMEKCYBaHHA HENO3ULIMHUX TaUMEPHUX CUTHarIB.

KnrouoBi cnoBa: 3axuWeHiCTb, MYMbTUMNNEKCYBaHHA, TaWMepHi CUrHanbHi  KOHCTPYKLUIT,
NPUXOBaHICTb, 3aBaJOCTIMKICTb, HECaHKLIIOHOBaHUIN 4OCTYM, KaHan.

AHHoOTauus. LlenecoobpasHOCTb [aHHOrO0  MccrefoBaHUA O00OCHOBaHa  HEOOXOAMMOCTLIO
obecneyennss 6esonacHocT nepefayv WMHAOPMaUMM B YCINOBUSAX PagMO3NIEKTPOHHOIO KOHMMMKTA.
VMcnonb3oBaHue gnst aton 3agadn TexHonorun OFDM noBbillaeT noMexoyCTOMYMBOCTb CUCTEM CBSI3M B
CMNOXHbIX YCMOBUAX pacrnpocTpaHeHus curHana. He MeHee BaxHOW 3ajayen SABNSeTCS 3awuTa
nepefaBaeMon MHMOPMaLUUM OT HeCaHKLMOHUMPOBAHHOMO AOcTyna. BonblWMHCTBO METOOOB 3allUThbl
MHopMaumMM OT HECAHKLMOHMPOBAHHOIO OCTYMNa COCPELOTOYEHbI HA BEPXHUX YpoBHAX Mogenu OSI, yto
cooTBeTCcTBYEeT pekomeHgaumsim X.800. lNporpecc B obnact CoOBEPLUEHCTBOBAaHUSA METOAOB U CPeacTB
paguoTeXHNYECKOM pasBedKkM W HeCaHKUMOHMPOBAHHOIO [AO0CTyna YyBenuumMBaeT pUCK KoMnpomeTauum
OTOENbHBIX  MEXaHM3MOB  MHGOPMaUMOHHOW  Oe3onacHocTn. [losTomMy OOGOCHOBaHHLIM — SBMSIETCA
KOMMMNEKCHbIM noaxon no 3awmte MHopmaumm OoT HECAHKLMOHUPOBAHHOMO A0CTYNa, NPU KOTOPOM OOSTXKHbI
ObITb 3a0eMCTBOBaHbI HE TOMNBKO BEPXHUE, HO U HWXHME ypoBHU Mogenu OSI. MpegnaraeTcsa ons nosbile-
HUS 3aLUMLLEHHOCTU Mepefayn Ha HWKHUX YpoBHAX Mopenn OSI ucnonb3oBaTb CUrHamMbl-NMEPEHOCHUKN
WUHOpMaLMN CO CMOXHOW CTPYKTYPORN, KOTopble (POpMUPYIOTCA NyTEM MYNbTUMIIEKCMPOBAHUS UMMNYIbCOB
TaNMepPHbIX CUTHambHBIX KOHCTPYKUM. B paboTe npennoxeH HOBbIM METOA MynbTUMNEKCUPOBAHUA W
OEMYINbTUNNEKCUPOBAHUS HEMO3NLMOHHBIX TaMMEPHbIX CUrHANbHbIX KOHCTPYKUMA. O4YeBMOHO, YTO MOBbI-
LWEeHne 3awméHHocTM TexHonommn OFDM saBnsieTcs He MeHee BakHOW 3afadert, Mo3TOMY akTyanbHOCTb
JaHHOro MCCNeaoBaHUs He Bbi3blBAaeT COMHeHM. Llenblo cTaTbn ABMSETCS MOBbIEHWE 3alUMLLLEHHOCTU
KaHana nepefayn Ha OCHOBE MYMbTUMNNEKCUPOBaHUSA HEMO3ULIMOHHbBIX TakMePHbIX CUTHaMoB.

KnoueBble cnoBa:  3alUUWEHHOCTb,  MYMbTUMNMNEKCUPOBaHUE, TaWMepHble  CUrHasrnbHble
KOHCTPYKLIMN, CKPbITHOCTb, MOMEX0YCTONYMBOCTb, HECAHKLNMOHNUPOBAHHbIA AOCTYM, KaHars.

In the condition of electronic conflict, a special role is played by the construction of noise-
protected communication systems. It is known [1,2], by using OFDM (Orthogonal Frequency
Division Multiplex) technology, that the problem of increasing the noise immunity of
communication systems in difficult signal propagation conditions is solved, both in radio channels
(IEEE 802.11a and HiperLAN / 2 standards) and wired channels, e.g. an asymmetric digital
subscriber line (ADSL). No less important a task is the protection of transmitted information from
unauthorized access (UAA).

In accordance with the recommendations of X.800, the majority of methods of protecting
information from UAA are concentrated at the upper levels of the OSI model. Progress in
improving the methods and means of radio technical intelligence and UAA increases the risk of
compromising certain mechanisms of information security. Therefore, a complex approach to
protecting information from UAA, which involves not only the upper but lower layers of the OSI
mode, is relevant.

One of the methods for increasing the transmission security at the lower layers of the OSI
model is the complication of the structure of signal-carriers information [3]. In this article, it is
proposed to use timer signal construction (TSC) [4]. In the first articles on the synthesis of TSC, the
task was to increase the information transfer rate in binary channels. Further research of the
possibilities of timer coding showed [5] that, based on TSC, it is possible to create various
algorithms to increase the structural secrecy of signal constructions.

In [6], with the aim to increase the structural and energy secrecy of transmission, algorithms
for the formation of noise-like timer signals based on direct spreading of the spectrum by random
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sequences and random tuning of the operating frequency are proposed. Obviously, increasing the
security OFDM technology is no less important, so the relevance of this research is beyond doubt.

The aim of the article is to increase the security of the transmission channel on the basis of
multiplexing of non-position timer signals.

The main advantages of OFDM technology include high spectral efficiency, resistance to
radio frequency interference and low level of multipath distortions [1, 2]. It is achieved by
multiplexing the broadband signals with orthogonal multiplexing and simultaneously transmitting at
different subcarrier frequencies. It should be noted, this method of multiplexing is developed for
position signals, which does not allow to fully apply it to the TSC. For this reason, a new approach
to multiplexing non-position TSCs is required.

The basic concept of constructing TSC is to increase the number of combinations in the time

interval g~ = nt,, where n — is the number of Nyquist elements with duration #,. The moments
of pulse modulation in TSC, in contrast to positional codes, are not multiples of 7,, but are

multiples of some basic time interval A (where A=tf,/s; s=1,2,3,..., ] are integers).
According to the rule of forming TSC, the duration of their design impulses cannot be less than the
Nyquist interval, i.e. ¢, =¢, + kA (where £k =0,1,2, ..., s-(n—2)). A larger number of realizations
N, in the interval 7¢- compared to the digit digital code (RRC) is achieved by reducing the
energy distance between the signal constructions, which is determined by the quantity A <z,. The
value of the interval A affects the noise immunity and the relative transmission rate, which have to

be taken into account when selecting the parameters for building the TSC. The total number of
realizations™ signal constructions for timer coding is determined:

B (5 (A
" S ls) o) -1

i=1 L

(1)

where i is the number of information modulation moments. The example of the constructing of
three TSC on interval Tq~ = 4¢,, t, = 4A is shown in Fig. 1,a.
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Figure 1 — The example of the constructing and multiplexing of TSC X
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Features of the constructing a TSC do not allow multiplexing of non-position pulses in the
same way as it is realized in OFDM technology. In a communication system with positional coding,
the sequence of elements is converted into parallel bitstreams over a time interval , i.e. the
transmission rate in each channel will decrease by times.

The formed bit sequence is modulated by phase or amplitude-phase modulation (APM), and
each stream is transmitted by its individual subcarrier to the orthogonal frequency. The total bit rate
will remain unchanged. In order to prevent the violation of orthogonality due to the possible
appearance at the receiver input of the multipath effect, it is envisaged to introduce protective time
interval , the magnitude of which has to be no less than the signal delay in any beam. It follows that
the value of the elementary premise will decrease to a value , and the interval .

Taking into account that the basic element of the TSC constructing is A, and not the

Nyquist interval £, , choosing the number of parallel streams is expedient taking into account the
number of pulses 7, on the chosen multiplex time interval.

In Fig. 1,a shows the process of multiplexing pulses ¢, on the interval 7, = zT;¢~ (where

z =2 is the number of multiplexed TSC with parameters: n =4; s =4; i = 2) with the increase in
their duration by L = 2z times. With the given parameters TSC on the interval 7,, = 2¢n, there

will be only six multiplexing streams formed, which is less than for RRC. Each elongated pulse of
TSC ¢, contains the stop pulse of variable length T ;» the help of which provides the same

multiplexing interval for all streams. Depending on the polarity pulse of the TSC, the voltage of the
stop element can be either positive or negative.

In Fig. 1, b, ¢ shows the process of elongation of the pulses of the timer signals 7, 7, ,7 3

at L =4 times when they are multiplexed on time interval 7, =2T,.. Because of the non-
equidistant pulses tsl* =16A, tsz* =20A, ts; =28A, the receiving stop intervals will have
different durations. For the pulses TSC-1 in Fig. 1,b: T, =14A; T, =10A; T, =2A. For
pulses of TSC-2 (Fig. 1,c: Ty, =10A; T, =10A; T, = 6A. As can be seen from Fig. 1, b, c the

U(z) guard interval 7, = 2A for all multiplexing channels

50 £ =204 will be the same.
=0 e Obviously, increasing the number of
40 S multiplexed channels rises the noise immunity of the
20 A =164 T, transmission. For z=2 and s=4 the multiplexing
?2 Al 9y pulses of TSC, it allows the reduction of the number
o | L T, 1% of orthogonal frequency subcarriers in comparison
10 44 8 12 16 20 24 28 g with the OFDM technology in which RRC is used.
20 A‘\\A ; Clearly, the more complex structure of the timer
30 LN : signals compared to the TSC, and the completely
40 \“\.\_ - different algorithm of their multiplexing, which
50 \'\\. } depends on the parameters n, s and i increases the
-850 D structural secrecy of signal construction, which
70 ; .":'2';& complicates unauthorized access to confidential
-80 1 = ‘ information. The fragment of the demultiplexing of

the channels is shown in Fig. 2.

For TSC-1, the example is given of allocation
fronts of pulses wusing correlation receivers, the
number of which depends on the number of multiplexed channels. In this case, the reference
frequency is applied to each correlation receiver, which corresponds to the multiplexing channel on
the transmitting side.

Figure 2 — Allocation pulses  of TSC-1
: t.
by means of correlation rec€ivers
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Conclusion. The method of increasing the security of transmission channel based on
multiplexing and demultiplexing of TSC was proposed. In contradistinction to OFDM technology,
the developed multiplexing and demultiplexing algorithm is applicable for non-position signals.
The extension of the pulses of the TSC due to their multiplexing is allowed to increase the noise
immunity of the transmission. Each multiplexed channel contains a stop pulse for equalizing the
time intervals of the multiplexing of each channel. The fronts are separated by means of correlation
receivers. To prevent violation of orthogonality due to the possible appearance of the multipath
effect at the receiver input, the protective time interval is provided. The method of multiplexing
timer signals with their subsequent orthogonalization and modulation allows the increase in the
structural secrecy of signal constructions, the increase the amount of transmitted data in comparison

with the RRC, and the reduction in the number of used subcarriers of frequencies.
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