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Abstract. In the conditions of radio electronic conflict it is actual to create special-purpose communication
systems able to provide high security of communication channel from means of radio technical reconnaissance

and unauthorized access of the enemy. Increasing the protection of such systems is possible when using several
levels of protection of transmitted information. Each level of protection is equipped with a certain arsenal of
forming signal structure or data transformation. A system of assessing the effectiveness of information
protection methods is suggested in this paper. As the main efficiency criteria, the secure indicators are
chosen: noise immunity; structural and energy secrecy. The analysis of influence of methods of increasing
energy and structural stealth on the noise immunity of the communication system, taking into account
changes in the frequency and energy efficiency of the channel is carried out. The proposed system of
assessments allows us to carry out the comparative analysis of information protection methods in the
channel, taking into account the customer's requirements for noise immunity and data transmission.

Key words: security, secrecy, noise immunity, electronic counteraction, information protection,
channels.

AHoTauifa. B ymoBax pafioeneKkTpOHHOro KOHMpMIKTY akTyanbHUM € CTBOPEHHS CUCTEM 3B'A3KY
cneujianbHOro Mpu3HayYeHHs, 30aTHMX 3abe3nedyyBaTu BUCOKY 3axWLLEHICTb KaHany 3B'A3Ky Big 3acobiB
pagioTeXHIYHOT PO3BiAKM | HeCaHKUIiOHOBAHOro A0CTyny MpoTMBHMKA. [MigBMLWEHHS 3axXMLWEHOCTI Takmx
CUCTEM MOXMMBO NPW BUKOPUCTAHHI AEKiNbKOX PiBHIB 3aX1CTy nepefaHoi iHdopmadii. KoxeH piBeHb 3axucty
3abes3nevyeHnii NeBHUM apceHanoMm (OPMYyBaHHSI CUTHanbHWX KOHCTPYKUiA abo nepeTBOpPEeHHs AaHux. Y
CTaTTi 3anpornoHoBaHa cuUcTeMa OUiHOK e(eKTUBHOCTI MeToAiB 3axucTy iHdopmauii, Wwo nepenaetbes. Ak
OCHOBHi KpuTepii edekTMBHOCTI 0OpaHi MOoKa3HMKM 3aBado03aXMLLEHOCTi: 3aBafOoCTIMKICTb; CTPYKTypHa 1
eHepreTnyHa npuxoBaHicTb. [MpoBeaeHo aHanis BNMBY METOAIB NiABULLEHHS eHepreTUYHOI Ta CTPYKTYPHOI
NPUXOBaHOCTI Ha 3aBafoCTiMKICTb CUCTEMU 3B'A3KY 3 ypaxyBaHHAM 3MiHW 4YacTOTHOI Ta eHepreTUyHol
edeKTUBHOCTI KaHany. 3anponoHoBaHa cMcTeMa OLiHOK A03BONSE NPOBOANTW NOPIBHANBHUI aHani3 MeToaiB
3axucTy iHcopmauii B kaHani 3 ypaxyBaHHAM BMMOI 3aMOBHMKA OO 3aBafOCTIMKOCTI i NPUXOBaHOCTI
nepegaBaHHs.

KnioyoBi cnoBa: 3axuLLeHiCTb, NMPUXOBaHICTb, 3aBafOCTINKICTb, pafioenekTpoHHa NpoTuais, 3axmcT
iHdbopmaLii, kaHan.
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AHHoOTauma. B ycnoBusix pagnoanekTpoHHOro KOH(MMKTA akTyarbHbIM SBMSIETCA CO34aHMe CUCTEM
CBSI3N CMeunanbHoro HasHadeHusi, cnocobHbIX obecrneynBaTh BbICOKYHO 3alUWLLIEHHOCTb KaHana CBS3W OT
CPEACTB PafMOTEXHUYECKOW pasBedkUM W HECAHKLUMOHWPOBAHHOTO AOCTyna MNpOTWMBHMKA. [loBbIWEHME
3aWULLEHHOCTM TaKUX CUCTEM BO3MOXHO NPY UCNOMb30BaHUM HECKONbKUX YPOBHEW 3alUuMThl NepesaBaeMon
nHcopmaummn. Kaxabii ypoBeHb 3aLlnTbl CHabXeH onpeaenéHHbIM apceHanoMm hopMUpPOBaHUS CUTHAMbHbIX
KOHCTPYKUMIA unu npeobpasoBaHus AaHHbIX. B paboTe npegnoxeHa cuctema oueHok 3hdEKTUBHOCTU
MEeTOA0B 3alnTbl MHopMaLmMKu. B kayecTBe OCHOBHbIX kpuTepueB 3hEKTUBHOCTU BbiGpaHbl nokasatenu
NMOMEX03aLLMLLEHHOCTU: MOMEXOYCTOMUYMBOCTL; CTPYKTYpHas M 3HepreTnyeckasi CKpbITHOCTb. [poBeneH
aHanu3  BRUSHUSE  METOAOB  MOBLIWEHUS  3HEPreTUYECKOW U CTPYKTYPHOW  CKPbITHOCTM  Ha
NMOMEXOYCTONYMBOCTb CUCTEMbI CBSI3U C YY4ETOM M3MEHEHWUSI YAaCTOTHON U 3HepreTudeckon ahEeKTUBHOCTU
kaHana. [NpeanoxeHHas cucTeMa OLEHOK NO3BONSET NPOBOAUTL CPABHUTENBHLIN aHann3 MeToaoB 3aluThl
WHOpMaLMK B KaHane ¢ y4€ToM TpeboBaHMI 3akasumka K NOMEXOYCTOMUYMBOCTU U CKPLITHOCTM Nepeaayu.

KnioueBble crnoBa: 3alWMWEHHOCTb, CKPbITHOCTb, MOMEXOYCTOMYMBOCTb, PaAUOSNEKTPOHHOE
NpoTUBOAENCTBUE, 3alinTa MHpopmaLMm, kaHarn.

Communication systems for special purposes and control (SPC) are designed for interaction
between military units in conditions of radio electronic warfare (REW) and have to ensure high
channel security from radio technical reconnaissance (RTR) and unauthorized access (UAA).
Characteristically the most methods of information protection [1] from UAA are implemented
mainly at the upper levels of the OSI reference model using various cryptography systems (GOST
28147-89, AES, DES, etc.). However, the process of signal transmission is accompanied with
certain risks for its detection and interception. Therefore, in order to counteract RTR means,
information protection methods have recently been developed to cover the lower layers of the OSI
model: channel and physical [2, 3]. Obviously that increasing the number of levels of protection of
transmitted information allows to improve the security of SPC communication systems in general.
Taking into account the task to minimize the security risks of transmitted information in the
conditions of radio electronic conflict, each level of protection has to pose its own arsenal forming
of signal structure and data transformation.

It is known [3] that the efficiency of the information protection methods at the channel and
physical levels can be estimated using noise security indicators: secrecy and noise immunity. When
choosing methods for information protection, it is necessary to take into account the mutual
influence between noise immunity and various indicators of secrecy: energy, structural,
information; the nature of REW and the forecast of possible actions of the opposing side [2]. Thus,
the search of effective system of assessments for information protection methods in connection with
the indicators of noise immunity and secrecy is an actual task.

The aim of the article is to develop a security assessment system for information
transmission methods based on secrecy and noise immunity.

The system of security assessments for information protection methods should be
implemented on the basis of reasonable criteria of the efficiency that characterize the level of
counteraction RTR and UAA. In the course of the REW, various scenarios of counteraction against
SPC communication systems are possible. In the simplest case, it is proposed the detection of radio
signal by means RTR of the enemy and suppression targeted interference. This counteraction
scenario for the opposing side contains the minimum number of tasks.

The more difficult scenario of counteraction requires disclosing the semantic content of
confidential information with the greater number of solved tasks: detection of the signal and its
interception (recording on a storage medium); pattern recognition signals; message decryption. This
scenario can have different development options, taking into account the ultimate goal of
counteraction:

1) listening to the message;

2) listening to the message and modifying it aimed to simulate the operation of SPC
communication system transmitter.

Depending on the scenario of REW of the enemy, at the stage of designing SPC
communication system, a variety of types of stealth can be realized for the task of counteraction:
energy, structure, information.
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Energy secrecy is realized at the expense of signal structures that possess "masking"
properties, which complicate the process of their detection in the radio channel by the RTR enemy.
For this task various methods of spreading information narrowband signal range are used [3]:
random restructuring of the operating frequency (RROF); direct spreading of the spectra’ random
sequences (SRS); combined spectrum expansion. The narrowband signal with the signal base
B, = 11s converted into a broadband signal with a base B,, >> 1.

Obviously the masking effect from such spreading of spectrum is observed when the
amplitude of useful signal frequency decreases to the level of the Gaussian noise in the channel.

Let us estimate the relationship between the condition of ensuring the required reliability of
transmission and the energy secrecy of signal structures for the method of direct spreading spectrum
SPS. Consider Shannon's theorem on the channel capacity [3]:

P
C:AFlogz(l+F“J, (1)

n

where AF — is the frequency band for data transmission; P — power of the signal at the output of

transmitter; P

> — power of interference in the channel. It follows from (1) that theoretically
information on the channel can be transmitted at any speed that does not exceed the capacity C and
with any given reliability.

As can be seen from (1) to keep the transmission rate and provide energy secrecy can be
achieved by spreading narrowband signal and decreasing the amplitude of the carrier wave to the

level Gaussian noise in the channel, i.e.

B, =TAF — oo,
(2
P[P, 1.
Provided that
P /P, <1, ©)

the transmission is carried out by signal structures which amplitude is less than the gaussian noise,
1.e. the useful signal becomes "less noticeable" for its detection by means of PTP. Thus, condition
(3) shows the possibility of realizing the maximum energy concealment of signal structures.
Obviously conditions (2) and (3) will have force in case providing required reliability and data
transmission rate.
Let us find the relationship between the reliability of transmission and conditions (2) and
(3), which ensure the energy secrecy of signal structures. From the second part of Shannon's
theorem (1) it follows that there is such noise immunity code that is provided high reliability of the
transmitted data.
Equity (2) and (3) can prove it if presents random sequence with which the direct extension
spectrum of a narrowband signals is carried out as binary error-correcting code elements:
n=k+r, 4)
where k£ and r is the number of information and verification elements, respectively. According to
the coding theorem, provided that
n— © (5)
the number of information elements & also tends to infinity, with an insignificant increase in the
number of verification elements r. At the same time corrective capacity of code is increased.
Suppose that the increase in the number of elements » in a code block on the intervals® time
T =nt, 1s carried out by adding elements r and decreasing the duration of the elementary

premisef, then
ty >ty (6)
where ¢, is the duration of the sending after the noise immunity coding. Taking into account the

code rate y_=k/n duration
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t; = YCVtO' (7)
Obviously a decrease in the pulse duration reduces its energy, and the transmission rate
decreases in n/k time. Provided that the bandwidth channel AF is unlimited, the reliability of the

transmission is increased. For clarity table 1 shows the parameters of the cyclic code. It is seen that
with the increasing length code block 7, corrective ability of code, evaluating by the minimum

code distance d,, increases. At the same time the code rate

> x (8)
and the proportion of test elements decreases. The base of the broadband signal coincides with the
number of elements in the spreading sequence spectrum, therefore, taking into account (2) and (5)

B, =n— . 9)
Thus, the reliability of the transmission increases with the broadening of the spectrum
narrowband signal and depends on the size of the base B, ,, which is that we had to prove.

Table 1 — Parameters of the cyclic code

No n k r do ]/k
1 7 4 3 3 0,571
2 15 11 4 3 0,733
3 31 26 5 3 0,839
4 63 51 12 5 0,810
5 127 113 14 5 0,890
6 255 231 24 7 0,906
7 511 475 36 9 0,930

The positive relationship between the reliability of transmission and the energy secrecy of
signal structures in case of narrowband signal spectrum is allowed to conclude that it is expedient to
use signals with a large base.

In real communication systems with code division channels as allowed combinations for
spreading the narrowband signal spectrum are used orthogonal SPS, for example, the Walsh number
is commensurate with the signal base B, .

Of the total common set of combinations N, = 2", has chosen only N, =n —1 mutually

orthogonal SPS. The code distance between any pair of the Walsh sequence unlike the cyclic codes
corresponds to the fixed value

dy=—. (10)

Multiplicity of error detection for such sequences is #, =d, —1. Theoretically it means that
at the correlation reception for the correct recognition SPS is possible provided that number of
distorted bits 7, which does not exceed the value of nf2.

Detection of signal by means of RTR signifies overcoming the level protection of channel
on the physical level, i.e. the problem of energy secrecy is solved. In the second scenario of
counteraction in order to disclose the semantic content of the intercepted message, it is first
necessary to recognize the design of signal structures. In [6] the method of estimating the potential
structural secrecy of signals is described which does not require knowledge of the algorithms’
processing by UAA station. Structural secrecy of signals is determined by the number of binary
measurements (bin. means), which have to be performed for the task of revealing the structure
signal:

S=1log A, (11)
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where A is ensemble of realizations determined by the number of all possible values of signal
parameters. These parameters can be carrier frequency, type of modulation, structure of code, time
of the arrival signal. Thus, the structural secrecy of signal structures depends on the methods of
constructing the particular signal design. Obviously for increasing structural secrecy transmitter
should use as much as bigger ensemble of using signals with time-varying parameters.

Increasing the number of signal structures is probably due to the more complex types of
modulation of BPSK (FM-2), 4-QAM (KAM-4), 8-QAM, 16-QAM, 32-QAM, etc. Fig. 1 shows the
dependence of the structural secrecy S of QAM modulation system on multi-positioning M .
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Figure 1 — Dependence of the structural secrecy of modulation types on their multi-position M

Obviously this way increasing structural secrecy leads to the change in ratio resources used
of communication channel [3]. The transition to multi-position modulation systems improves the
channel's frequency efficiency

R
=, 12
Y= (12)
however it reduces its energy efficiency
R
=7 (13)
p I

where R — the information transfer rate; h; = P./N, — the ratio of the average signal power at the

receiver input to the energy spectrum of the additive white Gaussian noise N.

Let us estimate the effect of the redistribution of channel resources on the reliability of the
transmitted information and structural secrecy. Fig. 2 shows the results of computer simulation of
signals BPSK, 8-QAM, 16-QAM, 32-QAM in ABGS channel.

It can be seen from the dependencies when using more complex types of modulation that the
probability error of the binary symbol p, decreases. Thus, this method of increasing structural

secrecy reduces the reliability of transmission. Further increase in the structural secrecy of signal
structures is possible due to the complicating shape of the modulating signal. In paper [3]
concerning this problem it was proposed to use timer signal structures in combination with various
methods of spreading the signal spectrum [4, 5]. As a rule the security of transmission based on
energy secrecy is realized by expanding the spectrum of the initial information signal which
worsens the frequency efficiency of the channel, but improves its energy efficiency. Obviously the
inconsistency of these indicators channel has just allowed us to solve the problem of extending the
power increasing energy secrecy transmission and also improves electromagnetic compatibility with
other radio transmitting devices.
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Thus, we can formulate the following system of assessing the security of transmission
methods, taking into account channel resources:

1) the most energy secrecy is the transmission method which for the given bandwidth of the
broadband signal AF and the required reliability of the transmission provides a lower signal-to-
noise ratio A :

min /iy = E{AF: P, ()}, (14)
where P, (n) — 1s the probability of an undetected error in the code block 7 ;

2) the most potential structural secrecy is the method for generating signal structures which
at the given time interval for constructing signal structures 7, and the required reliability of

transmission enables the synthesis of the larger number of combinations of A:
max A = S{T; P, (n)}. (15)
It can be seen from (12) and (13) that the essential potential for increasing the secrecy of
radio technical objects is the combination of the transmission signal parameters in the time-
frequency space which makes it possible to create and use various methods of spectral protection of
information with complex structure of signal structures and large broadband signal bases B .
Conclusion. The proposed system of assessing the security of communication systems SPC
allows us to make a comparative analysis of methods protecting transmitted information based on
secrecy and noise immunity indicators, taking into account the expended channel.
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