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Abstract. We propose a cryptographic protocol with zero-knowledge proof (ZKP) on elliptic curves (EC) using
public keys and random messages, allowing to establish the truth of a statement not conveying any additional
information about the statement itself. The cryptographic protocols based on zero-knowledge proof allow identification,
key exchange and other cryptographic operations to be performed without leakage of sensitive information during the
information exchange. The implementation of the cryptographic protocol of the zero-knowledge proof on the basis of
the mathematical apparatus of elliptic curves allows to significantly reduce the size of the protocol parameters and
increase its cryptographic strength (computational complexity of the breaking). The security of cryptosystems involving
elliptic curves is based on the difficulty of solving the elliptic curve discrete logarithm problem. We determine the
completeness and correctness of the protocol and give an example of the calculation is given. The cryptographic
protocol was modeled in the High-Level Protocol Specification Language, the model validation and verification of the
protocol were also performed. The software verification of the cryptographic protocol was performed using the
software modules On the Fly Model Checker and Constraint Logic based Attack Searcher. In order to validate the
cryptographic protocol resistance to intruder attacks, we used the Security Protocol Animator package for Automated
Validation of Internet Security Protocols and Applications. The security of the proposed cryptographic protocol ZKP
EC is based on the difficulty of solving the elliptic curve discrete logarithm problem). The recommended elliptical
curves according to DSTU 4145-2002 may be used to implement such cryptographic protocol.

Key words: cryptographic protocol, elliptic curves, identification, authentication, zero-knowledge proof, elliptic
curve discrete logarithm problem.

Anomauin. 3anpononosano Kpunmozpagiunuii RPOMOKON O0KA3Y I3 HyIbosum poszeonouienusm (Zero-
Knowledge Proof — ZKP) wua ocnosi mamemamuunozco anapamy eninmuunux xpueux (Elliptic Curves — EC) 3
BUKOPUCTAHHAM GIOKPUMUX KIIOYI8 | BUNAOKOBUX NOGIOOMAEHD, U0 O03B0JIAE 6CMAHOBUMU ICINUHHICTND MBEPOHNCEHH U
npu ybomy He nepeoasamu 6yob-saKoi 000amKosoi inghopmayii npo came meepoicenns. Kpunmoepagiuui npomokonu,
3ACHOBAHI HA OOKA31 3 HYILOBUM PO320IOULEHHAM, 00360JIAI0Mb 3p0OUmMu npoyedypu ioeHmuixkayii, 0OMiny Kuouamu
ma inwi Kpunmozpagiuni onepayii 6e3 eumoky cexkpemuoi ingopmayii npomseom inghopmayiiinoco 0ominy. Peanizayis
KpUunmozpa@iuno2o npomoxony 00kaszy 3 HyJ1b08UM PO320NOUEHHIM HA OCHOGI MAMEMAMUYHO20 anapama exinmuyHux
KpUsUx O00360JIA€ 3HAYHO 3MEHWUMU DPO3MIp Napamempie NPoOmMoKoay U 30ibuumu Kpunmozpa@iyHy Cmitkicme
(obuucmiosanviy Cckaaounicmes 3ae0anHa 310My). besnexa xpunmocucmem Ha eNnMUYHUX KPUBUX 3ACHOBAHA HA
MPYOHOWAxX pO38's3anHs 3a0ayi OUCKpemHo20 Jo2apupmysanns ¢ epyni mouok eninmuunoi kpueoi (Elliptic Curve
Discrete Logarithm Problem — ECDLP). V po6omi eusnaueno nosnomy i Kopekmuicns npomoxony, HA0aHo RPUuKiao
PO3PAXYHKY, GUKOHAHO MOOemogants Kpunmozpagiunozo npomoxony mosoto High-Level Protocol Specification
Language, suxonano nepesipky moodeni i eepugpikayiro npomokony. Ilpoepamuna sepugpikayis kpunmoepadiunozo
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npomoxony ZKP EC 6yna suxonana 3a donomoeoio npoepamuux mooyaie On the Fly Model Checker i Constraint Logic
based Attack Searcher. [us nepesipxu xpunmocpaghiunozo npomoxony ma cmiliKicme 00 amax 3106MUCHUKA Oyiu
3acmocosani 3acobu naxemy Security Protocol Animator ozs Automated Validation of Internet Security Protocols and
Applications. [us peanizayii kpunmoepaghiunozo npomoxony ZKP EC moocna euxopucmosyeamu pekoMeHO08aHi
eninmuuni kpugi 32iono JJCTY 4145-2002.

Knrouosi cnoea: kpunmoepagiunuti npomokon, eninmuyti Kpugi, ioenmuixayis, asmenmugikayis, 0oxkas iz
HYIbOBUM  PO320IOUIEHHAM, OUCKDEMHe T02apUuQMy8anHs 8 2pynax mo4oK eainmuiHol Kpusoi.

The use of insecure communication channels opens the way for eavesdropping and other
intruder activities. Therefore one of the basic tasks for the information security during the user
communications is the use of the tools and techniques which let one party (the verifier) to check the
authenticity of another (the prover), e.g. by checking whether the prover possesses some secret
without disclosing the secret itself. This way there will be no leakage of sensitive information in the
course of communication.

The purpose of the article is to develop a cryptographic authentication protocol with zero-
knowledge secret based on the mathematics of elliptic curves the use of the public keys and random
messages.

The zero-knowledge proof (ZKP) protocols [1-3] are executed in the form of a series of
independent rounds, each consisting of the following steps:

1.4— B:y  witness;

2.A< B:y  challenge;

3.4— B:X response.

At the end of each round the verifier makes a decision on the proof validity. Some widely
used cryptographic ZKP protocols are based on the asymmetric encryption, the most well known
are Fiat-Shamir, Schnorr, Okamoto, Guillou-Quisquater, Brickell-McCurley, Feige-Fiat-Shamir
[1-6]. The correctness and strength of these protocols is determined by the discrete logarithm problem
over the finite prime field Z /Z  and the number of verification rounds with different random values

r and x.

Here we propose a cryptographic protocol with zero-knowledge secret based on elliptic
curves (EC). The security of elliptic curves cryptography (ECC) [7-9] is mostly ensured by the
infeasibility of the elliptic curve discrete logarithm problem (ECDLP) over the group of elliptic
curve points [7, 10, 11]. Solving the ECDLP is even more complex than the DLP.

Cryptographic authentication protocol zero-knowledge secret on elliptic curves using public
keys and random messages is show in Fig. 1.
Communication channel

Ey(a, b), G, n, k, Ey(a, b), G, n, ky, M
1.Y,=ksG,y=rG
User ’ 2. Yp = kG, ¥y = kp(Ya + M) User
A 3.X=Y+kaYb+kbM\ B
koM™ =y —K,Yp Verification:
1.C=y+kM;
2.C =x—-kpYa;
3.C=C.

Figure 1 — Cryptographic authentication protocol zero-knowledge secret
on elliptic curves using public keys and random messages

et Ep(a,b) be the elliptic curve known to all users of information exchange; G - the pre-
agreed base point on this curve (the generator); = E_(a,b)=n — the order of group E,(a,b). The
user A chooses the private key k, (1<k, <n) and computes the corresponding public key Y, =k,G,
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and transfers it to the user B together with the request y=rG, where r is the random value
(l<r<n). The user B chooses the private key k, (1<k, <n) and computes the corresponding
public key Y, =k,G, and then forms a challenge y = kb(Ya +M ) where M is the random message.
Y, and y are transferred from user B to the user A. Next the user 4 computes the value
k,M"=y—Kk.Y, and returns the response x=y+k,M'+Kk,Y, to the user B. Finally, user B checks
the equality y+k,M =x-k)Y, or C=y+kM, C'=x-kY,, C=C'".

Protocol completeness. The proving user A knows the value k., so they are able to answer
any requests of the user B. The verifying user B is convinced in the relation validity:

y+kM =x-kY, =y+kM +k)Y, -kY, =y+kM +kkG-kkGC=y+kM".

Example. Let E,,,(~3,75); G =(451,3780); n=10099; p =10007, which corresponds to the
curve y*=x*—3x+75. Suppose the user 4 chooses the private key k, =9278 and computes the
public key Y, = 9278(451, 3780)= (5250, 8885).

User B chooses the private key k, = 7325 and computes its public key
Y, =7325(451, 3780) = (8847, 8811).

Let us consider two rounds of the protocol.

First round.

1. User 4 sends its public key Y, and the request y to user B (the random r =10037 ).

A— B:Y, =(5250, 8885), y =10037(451, 3780) = (4673, 254).

2. User B sends its public key Y, and the challenge y back to the user 4. To form the
challenge y the user B generates a random point M =(9888, 8538) on the elliptic curve

E10007 (_ 3, 75)-
A<« B:Y, =(8847,8811),
y = 7325[(5250, 8885) + (9888, 8538)| = 7325(4149, 9409) = (3334, 3507 ).
3. User 4 computes the value k,M" and sends a response x to the user B.
k,M' = (3334,3507)—9278(8847,8811) = (3334, 3507)— (9601, 3320) = (9869, 6063).
A— B:x=(4673,254)+ (9869, 6063)+9278(8847,8811) =
= (6556, 7696) + (9601, 3320) = (9646, 1970).
4. User B performs the verification:
C =(4673, 254)+ 7325(9888, 8538) = (4673, 254)+ (9868, 6063) = (6556, 7696 ).
C' =(9646,1970)— 7325(5250, 8885) = (9646, 1970)— (9601, 3320) = (6556, 7696).
C =C'=(6556, 7696) — verification completed.
Second round.
1. User 4 sends its public key Y, and the request y to user B (the random r =3112).
A— B:Y, =(5250, 8885), y = 3112(451, 3780) = (1866, 6503).
2. User B sends its public key Y, and the challenge y back to the user 4. To form the

challenge y the user B generates a random point M =(1480, 949) on the elliptic curve
E10007 (_ 3, 75) :
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A< B:Y, =(8847,8811),
y = 7325[ (5250, 8885) + (1480, 949) |.
= 7325(6271,5975) = (3819, 6973)
3. User 4 computes the value k,M" and sends a response x to the user B.
k,M ' =(3819, 6973)—9278(8847,8811)= (3819, 6973)— (9601, 3320)= (3483, 2872).
A—> B:x = (1866, 6503) + (3483, 2872) + 9278(8847,8811) =
= (5387, 8505) + (9601, 3320) = (247, 932).
4. User B performs the verification:
C =(1866, 6503)+ 7325(1480, 949) = (1866, 6503)+ (3483, 2872) = (5387, 8508).
C' =(247,932)-7325(5250, 8885) = (247, 932) - (9601, 3320) = (5387, 8508).
C =C' =(5387,8508) — verification completed.

In order to test the resistance of the proposed ZKP EC cryptographic protocol to the intruder
attacks, we used the software package AVISPA (Automated Validation of Internet Security
Protocols and Applications) [14]. The major advantage of AVISPA is the ability not only to check
the protocol for defects, but also to find the possible attacks for this protocol. AVISPA uses the
high-level protocol specification language (HLPSL) which broadens the class of studied protocols
substantially, and lets one integrate multiple distinct methods into a single platform [5, 14] (Fig. 2).

5

File
role role_A(A:agent.B-agent, Eab:text, G:text, MN:text Ka:text, SND.RCV:channel{dy)) -
played_by A
def=
local State:nat,R:text,YcertA-function.Y-function, centB-function M:text,H-function. Kb:text,X-function
init State :== 0
transition
1. State=0 /A RCV/(start) =|> State"=1 /\ R-=new() /A SND{YcertA(Ka G Eab N) H{R' G Eab.N))
2. State=1 A RCV(YcertB(Kb' .G _Eab N) Y([Kb'" YcertA' M) =|= State"=2 A\ YcertB=new() A H=new() /\ SNDX(H' M Ka' YcertB'))
end role
role role_B(A:agent, B:agent. Eab:text, G:text, N:text Kb:text. M:text, SND RCV:channel(dy))
played_by B
def=
local State:nat R:text. Ka:text.YcertA-function,Y function.YcertB:function H:function X-function
init State :==0
transition
1. State=0 A RCV(YcertA(Ka .G Eab.N).H(R.G.Eab.N)} =|> State"=1 /\ YcertA =new() ' SND(YcertB(Kb.G.Eab.N).Y(Kb.YcertA M))
3. State=1 A RCV(X(H M Ka YcerB")) =|= State"=2
end role
role sessioni{Ka:text.Azagent,B:agent, Eabrtext. Grtext, N:text, Kb text. M:text)
def=
local SND2 RCV2 SND1,RCV1:channel(dy)
composition
role_B{A.B,Eab.G,M, Kb,M,SND2 RCV2) A role_A{A.B,Eab.G,M Ka,SND1,RCV1)
end role
role environment()
def=
const  hash_0-function,alice-agent.const_1:text bob-agent.const_1-text.const_1:text,const_1:text.const_1-text.const_1:text,auth_1:protocol_id
intruder_knowledge = {}
composition
sessioni{const_1.alice bob.const_1.const_1.const_1.const_1,const_1)
end role
goal
authentication_on auth_1
end goal -
environment(} 4
Savefile | View CAS+ |View HLPSL| Protecel | Intuder | Attack
simulation simulation simulation
Tools
HLPSL
HLPSL2IF Choose Tool option and
press execute
F Execute |
OFMC ATSE SATMC | TA4SP

Figure 2 — A model of the ZKP EC protocol in HLPSL
25



HU®POBI TEXHOJOTIi, Ne 26, 2019

We performed a verification of the proposed cryptographic ZKP EC protocol using the
protocol simulation package SPAN (Security Protocol Animator) [15] (Figs. 3, 4).

( SPAN1.6'-- Protocol Simulation = hipsiGenFile. hipsl

Trace Files Modes Variables monitoring MSC

< Previous step ‘ Mext step > ‘ ¥ Untype role_B role_A =
bob -3 alice 4
Incoming events : Stepl
YeertA{Ka G.Eab N) H(R .G Eab N
B YeertA(Ka'G.Eab N).H(R'.G.Eab.N) cetAXa GEab M) HR G Eab ) YeentA(Ka.G.Eab.N) H(R.G. Eab.N)
Step2
YeertB(Kb.G.Eab.M).Y(Kb.YcertA.M
YeenB{Kb. G EabN). Y{Kb.YcertA M) cenB 2.1 VKb YCertA ) e YcertB(Kb'. G Eab.N).Y(Kb' Test_YcertA.M)
Step3
X(H Kb.M KaYcerB
o = (Test_H Kb.M Ka Test_YcenB) { 2 YeertB) X{H.Kb.M Ka.YcenB)
v A »
Past events : |
| ~|lirole_A, 4) -= (role_B. 3) - YcertA{Ka .G Eab.N) H{R.G.EabN)
(role_B. 3) -= (role_A. 4) - YcertB(Kb.G Eab.M).Y{Kb.YcertA.M)
(role_A_ 4) == {role_B, 3) - X{H Kb.M.Ka.YcertB)
I~ [v] 4] | V=l

Figure 3 — Simulation of the ZKP EC protocol

Trace Files Modes Variables monitoring Msc
= Intruder_ role_B role_A =
[ bob -3 alice -4
Step1.
. YcertA(Ka.G.Eabd). H(R.G.Eab.N)
Listen_i'ca YeertA(Ka.G.Eab.N) H(R.G.Eab N}
Step2.
hash(zonst_1.const_1.const_1.const_1).hash(nonce-1.const_1.const_1.const_1)wo rfcertA(Ka' G.Eab.N). H{R".G.Eabed)
Stepa.
. JcenBKb.G.Eab.N).Y(Kb.YoertA | "
Listen_i'ca ci'certBiKb. G Eab M) Y (Kb Yce )]
Stepd.
hash({const_1.const_1.const_1.const_1).hash(const_1.hash-2.const_1) YoerB(KD.G.Eab.N).Y (KD . Test_YcertA M)
Step5
) K(H Kb W KIVcertEn ep
Listen_i'ca (H.M Ka.YcertB)
Steph.
hash(hash-4.const_1.const_1.hash-3)g2 i Test_HKb.MKaTest YcertB)
-|4 »

Figure 4 — Simulation of the intruder attack on the ZKP EC protocol

The software verification of the cryptographic ZKP EC protocol and its resistance to attacks
was performed using the software modules OFMC (On the Fly Model Checker) and CLAtSe
(Constraint Logic based Attack Searcher) [16] (Fig. 5).

SPAN 1.6 - Protocol Verification - ZkpZ018.cas SPAN 1.6 - Protocel Verification : zkpZ018.cas

File File
Es OFMC ~| [l Atse Summary =)
% Version of 2006/02113 D e
SUMMARY Protocol file: C:\SPANtestsuite\results\hlpsiGenFile.if

Attack found : NO

DETAILS Analysed - 13 states

BOUNDED_NUMBER_OF_SESSIONS Reachable : 6 states ||
PROTOCOL Translation: 0.01 seconds

C:\SPANtestsuite\results\hlpsiGenFile if Computation: 0.01 seconds
GOAL —— -

as_specified Internal System State
BACKEND (initial state after reading the if file)

OFMC s
COMMENTS Intruder

STATISTICS

ige = token3 tokend token0 token1 {const_1.const_1.const_1 const_1}#_(dummy_hash) (n5R const_1.c

parseTime: 0.00s Intruder Knowle:

searchTime: 0.03s onst_1.const_1}#_(dummy_hash} start i

wisitedNodes- 0 nodes Unforgeable terms - dummy_hash dummy_hash

depth: 10 plies = =

Protocol Intruder Attack
simulation | simulation | simulation

Pratocol Intruder

ETRERS | simulation | simulation

View CAS+ | View HLPSL

Tools Options. Tools Options
HLPSL ¥ Session Compilation HLPSL ~ Simplify
HLPSL2IF Choose Tool option and Defth 10 HLPSL2IF Choose Tool option and [ Untyped model

press execute press exacute

5 Excte | Bah L Execute W Verbose mode

£
OFMC ATSE | SATMC | TA4SP OFMC ATSE = SATMC ‘ TadsP Search Algorithm
Ereaﬂm first

Figure 5 — Verification of the ZKP EC protocol and its resistance to attacks

The verification of the proposed cryptographic ZKP EC protocol did not reveal any existing
attacks for this protocol.

The cryptographic protocols based on zero-knowledge proof allow to perform the
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authentication, key exchange and other cryptographic operations without the leakage of sensitive
information during the information exchange. In the present paper we proposed a cryptographic
authentication protocol with zero-knowledge secret based on the mathematics of the elliptic curves
together with the use of public keys and random messages. The recommended elliptical curves
according to DSTU 4145-2002 may be used to implement the ZKP EC cryptographic protocol [17].

We determined the completeness and the correctness of the protocol, gave an example of the
computation and performed the protocol simulation and verification. To test the resistance of the
ZKP EC protocol to the intruder attacks we used the SPAN package for AVISPA. The test did not
reveal any known attacks to the ZKP EC protocol. So the intruder is only able to access the
information by solving the ECDLP. In addition, the complexity of the transformation in the Abelian
group is estimated as O(Iog2 p), while in the multiplicative group of the field it is O(Iog3 p), so the
advantage of EC is obvious. Thus, the use of the cryptographic ZKP EC protocol enables to reduce
the size of the protocol parameters, increases the cryptographic strength and reduces the
authentication time.
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