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Abstract. We propose a cryptographic protocol with zero-knowledge proof (ZKP) on elliptic curves (EC) using 

public keys and random messages, allowing to establish the truth of a statement not conveying any additional 

information about the statement itself. The cryptographic protocols based on zero-knowledge proof allow identification, 

key exchange and other cryptographic operations to be performed without leakage of sensitive information during the 

information exchange. The implementation of the cryptographic protocol of the zero-knowledge proof on the basis of 

the mathematical apparatus of elliptic curves allows to significantly reduce the size of the protocol parameters and 

increase its cryptographic strength (computational complexity of the breaking). The security of cryptosystems involving 

elliptic curves is based on the difficulty of solving the elliptic curve discrete logarithm problem. We determine the 

completeness and correctness of the protocol and give an example of the calculation is given. The cryptographic 

protocol was modeled in the High-Level Protocol Specification Language, the model validation and verification of the 

protocol were also performed. The software verification of the cryptographic protocol was performed using the 

software modules On the Fly Model Checker and Constraint Logic based Attack Searcher. In order to validate the 

cryptographic protocol resistance to intruder attacks, we used the Security Protocol Animator package for Automated 

Validation of Internet Security Protocols and Applications. The security of the proposed cryptographic protocol ZKP 

EC is based on the difficulty of solving the elliptic curve discrete logarithm problem). The recommended elliptical 

curves according to DSTU 4145-2002 may be used to implement such cryptographic protocol. 

Key words: cryptographic protocol, elliptic curves, identification, authentication, zero-knowledge proof, elliptic 

curve discrete logarithm problem.  

Анотація. Запропоновано криптографічний протокол доказу із нульовим розголошенням (Zero-

Knowledge Proof – ZKP) на основі математичного апарату еліптичних кривих (Elliptic Curves – EC) з 

використанням відкритих ключів і випадкових повідомлень, що дозволяє встановити істинність твердження й 

при цьому не передавати будь-якої додаткової інформації про саме твердження. Криптографічні протоколи, 

засновані на доказі з нульовим розголошенням, дозволяють зробити процедури ідентифікації, обміну ключами 

та інші криптографічні операції без витоку секретної інформації протягом інформаційного обміну. Реалізація 

криптографічного протоколу доказу з нульовим розголошенням на основі математичного апарата еліптичних 

кривих дозволяє значно зменшити розмір параметрів протоколу й збільшити криптографічну стійкість 

(обчислювальну складність завдання злому). Безпека криптосистем на еліптичних кривих заснована на 

труднощах розв'язання задачі дискретного логарифмування в групі точок еліптичної кривої (Elliptic Curve 

Discrete Logarithm Problem – ECDLP). У роботі визначено повноту і коректність протоколу, надано приклад 

розрахунку, виконано моделювання криптографічного протоколу мовою High-Level Protocol Specification 

Language, виконано перевірку моделі і верифікацію протоколу. Програмна верифікація криптографічного 
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протоколу ZKP EC була виконана за допомогою програмних модулів On the Fly Model Checker і Constraint Logic 

based Attack Searcher. Для перевірки криптографічного протоколу на стійкість до атак зловмисника були 

застосовані засоби пакету Security Protocol Animator для Automated Validation of Internet Security Protocols and 

Applications. Для реалізації криптографічного протоколу ZKP EC можна використовувати рекомендовані 

еліптичні криві згідно ДСТУ 4145-2002.  

Ключові слова: криптографічний протокол, еліптичні криві, ідентифікація, автентифікація, доказ із 

нульовим  розголошенням, дискретне логарифмування в групах точок еліптичної кривої. 

The use of insecure communication channels opens the way for eavesdropping and other 

intruder activities. Therefore one of the basic tasks for the information security during the user 

communications is the use of the tools and techniques which let one party (the verifier) to check the 

authenticity of another (the prover), e.g. by checking whether the prover possesses some secret 

without disclosing the secret itself. This way there will be no leakage of sensitive information in the 

course of communication. 

The purpose of the article is to develop a cryptographic authentication protocol with zero-

knowledge secret based on the mathematics of elliptic curves the use of the public keys and random 

messages. 

The zero-knowledge proof (ZKP) protocols [1–3] are executed in the form of a series of 

independent rounds, each consisting of the following steps: 

1. А → В: γ witness; 

2. А ← В: у challenge; 

3. А → В: x response. 

At the end of each round the verifier makes a decision on the proof validity. Some widely 

used cryptographic ZKP protocols are based on the asymmetric encryption, the most well known 

are Fiat-Shamir, Schnorr, Okamoto, Guillou-Quisquater, Brickell-McCurley, Feige-Fiat-Shamir   

[1–6]. The correctness and strength of these protocols is determined by the discrete logarithm problem 

over the finite prime field pn ZZ /  and the number of verification rounds with different random values  

r  and x . 

Here we propose a cryptographic protocol with zero-knowledge secret based on elliptic 

curves (EC). The security of elliptic curves cryptography (ECC) [7–9] is mostly ensured by the 

infeasibility of the elliptic curve discrete logarithm problem (ECDLP) over the group of elliptic 

curve points [7, 10, 11]. Solving the ECDLP is even more complex than the DLP. 

Cryptographic authentication protocol zero-knowledge secret on elliptic curves using public 

keys and random messages is show in Fig. 1.  
 

 

User 
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A 

Ер(a, b), G, n, kа Ер(a, b), G, n, kb, M 

    1. Yа = kaG, γ = rG 

kbM` = y – kаYb 

Communication channel 

   2. Yb = kbG, y = kb(Ya + M) 

   3. x = γ + kаYb + kbM` 

Verification: 

   1. C = γ + kbM; 

   2. C` = x – kbYa; 

   3. C = C'.  

Figure 1 – Cryptographic authentication protocol zero-knowledge secret 

on elliptic curves using public keys and random messages 

et  ( )baEp ,  be the elliptic curve known to all users of information exchange; G  – the pre-

agreed base point on this curve (the generator); ( ) nbaEp = ,  – the order of group ( )baEp , . The 

user А chooses the private key ak ( )nka 1  and computes the corresponding public key GkY aa = , 
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and transfers it to the user В together with the request rG= , where r  is the random value 

( )nr 1 . The user В chooses the private key bk ( )nkb 1  and computes the corresponding 

public key GkY bb = , and then forms a challenge ( )MYky ab += , where M is the random message. 

bY  and y  are transferred from user B to the user A. Next the user А computes the value  

bab YkyMk −=  and returns the response bab YkMkx ++=  to the user В. Finally, user В checks 

the equality abb YkxMk −=+  or  MkC b+= , abYkxC −= , CC = . 

Protocol completeness. The proving user A knows the value ak , so they are able to answer 

any requests of the user В. The verifying user В is convinced in the relation validity: 

MkGkkGkkMkYkYkMkYkxMk babbababbababb
+=−++=−++=−=+ . 

Example. Let ( )75,310007 −E ; ( )3780,451=G ; 10099=n ; 10007=p , which corresponds to the 

curve 75332 +−= xxy . Suppose the user А chooses the private key 9278=ak  and computes the 

public key ( ) ( )8885,52503780,4519278 ==aY . 

User В chooses the private key 7325=bk  and computes its public key 

( ) ( )8811,88473780,4517325 ==bY . 

Let us consider two rounds of the protocol.  

First round. 

1. User А sends its public key aY  and the request   to user В (the random 10037=r ). 

( ) ( ) ( ).254,46733780,45110037,8885,5250: ===→ aYBA  

2. User В sends its public key bY  and the challenge y  back to the user А. To form the 

challenge y  the user В generates a random point ( )8538,9888=M  on the elliptic curve 

( )75,310007 −E . 

( ),8811,8847: = bYBA

( ) ( )  ( ) ( ).3507,33349409,414973258538,98888885,52507325 ==+=y  

3. User А computes the value Mkb
  and sends a response x  to the user В. 

( ) ( ) ( ) ( ) ( ).6063,98693320,96013507,33348811,884792783507,3334 =−=−=Mkb  

( ) ( ) ( )

( ) ( ) ( )

: 4673, 254 9869, 6063 9278 8847, 8811

6556, 7696 9601, 3320 9646,1970 .

A B x→ = + + =

= + =
 

4. User B performs the verification: 

( ) ( ) ( ) ( ) ( ).7696,65566063,9868254,46738538,98887325254,4673 =+=+=C  

( ) ( ) ( ) ( ) ( ).7696,65563320,96011970,96468885,525073251970,9646 =−=−=C  

( )7696,6556==CC  – verification completed. 

Second round. 

1. User А sends its public key aY  and the request   to user В (the random 3112=r ). 

( ) ( ) ( ).6503,18663780,4513112,8885,5250: ===→ aYBA  

2. User В sends its public key bY  and the challenge y  back to the user А. To form the 

challenge y  the user В generates a random point ( )949,1480=M  on the elliptic curve 

( )75,310007 −E . 
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( )

( ) ( )

( ) ( )

: 8847, 8811 ,

7325 5250, 8885 1480, 949 .

7325 6271, 5975 3819, 6973

bA B Y

y

 =

= +  

= =

 

3. User А computes the value Mkb
  and sends a response x  to the user В. 

( ) ( ) ( ) ( ) ( ).2872,34833320,96016973,38198811,884792786973,3819 =−=−=Mkb  

( ) ( ) ( )

( ) ( ) ( )

: 1866, 6503 3483, 2872 9278 8847, 8811

5387, 8505 9601, 3320 247, 932 .

A B x→ = + + =

= + =
 

4. User B performs the verification: 

( ) ( ) ( ) ( ) ( ).8508,53872872,34836503,1866949,148073256503,1866 =+=+=C  

( ) ( ) ( ) ( ) ( ).8508,53873320,9601932,2478885,52507325932,247 =−=−=C  

( )8508,5387==CC  – verification completed. 

In order to test the resistance of the proposed ZKP EC cryptographic protocol to the intruder 

attacks, we used the software package AVISPA (Automated Validation of Internet Security 

Protocols and Applications) [14]. The major advantage of AVISPA is the ability not only to check 

the protocol for defects, but also to find the possible attacks for this protocol. AVISPA uses the 

high-level protocol specification language (HLPSL) which broadens the class of studied protocols 

substantially, and lets one integrate multiple distinct methods into a single platform [5, 14] (Fig. 2). 
 

 

Figure 2 – A model of the ZKP EC protocol in HLPSL 



Ц И Ф Р О В І  Т Е Х Н О Л О Г І Ї ,  №  2 6 ,  2 0 1 9  

 

26 

We performed a verification of the proposed cryptographic ZKP EC protocol using the 

protocol simulation package SPAN (Security Protocol Animator) [15] (Figs. 3, 4). 

 

Figure 3 – Simulation of the ZKP EC protocol 

 

Figure 4 – Simulation of the intruder attack on the ZKP EC protocol 

The software verification of the cryptographic ZKP EC protocol and its resistance to attacks 

was performed using the software modules OFMC (On the Fly Model Checker) and CLAtSe 

(Constraint Logic based Attack Searcher) [16] (Fig. 5).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 – Verification of the ZKP EC protocol and its resistance to attacks 

The verification of the proposed cryptographic ZKP EC protocol did not reveal any existing 

attacks for this protocol. 

The cryptographic protocols based on zero-knowledge proof allow to perform the 
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authentication, key exchange and other cryptographic operations without the leakage of sensitive 

information during the information exchange. In the present paper we proposed a cryptographic 

authentication protocol with zero-knowledge secret based on the mathematics of the elliptic curves 

together with the use of public keys and random messages. The recommended elliptical curves 

according to DSTU 4145-2002 may be used to implement the ZKP EC cryptographic protocol [17]. 

We determined the completeness and the correctness of the protocol, gave an example of the 

computation and performed the protocol simulation and verification. To test the resistance of the 

ZKP EC protocol to the intruder attacks we used the SPAN package for AVISPA. The test did not 

reveal any known attacks to the ZKP EC protocol. So the intruder is only able to access the 

information by solving the ECDLP. In addition, the complexity of the transformation in the Abelian 

group is estimated as ( )pO 2log , while in the multiplicative group of the field it is ( )pO 3log , so the 

advantage of EC is obvious. Thus, the use of the cryptographic ZKP EC protocol enables to reduce 

the size of the protocol parameters, increases the cryptographic strength and reduces the 

authentication time. 
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